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The distribution of assistance to disadvantaged people in an area is always
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plan is one solution. The purpose of this research is to ensure that the data
retrieved cannot be modified after data retrieval, and the database cannot validly
deny that the data has been provided as a result of a particular request. The
feasibility of the proposed service using the blockchain method is a request from
the poverty database in the form of low-income family data and assistance type
data that are placed in the blockchain series and tested with hash values that
have been created from the blockchain.
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1. Introduction

Aid funds provided by the Government of Gorontalo city are currently classified in various types
of assistance, with the hope that every family who is less fortunate after obtaining assistance can
improve their standard of living so that the poor can be reduced each year. The distribution of aid to
disadvantaged communities to Regional Governments has used a particular application for
distributing assistance to disadvantaged people. In principle, these types of assistance are the same
and distributed to low-income families can only get one type of assistance, the process of
determining and providing assistance so far has used an application that selects the data of low-
income families and assistance, but in its implementation, it is still found assistance which is
duplicated, or there is a change in the type of assistance to a family that falls into the category of
receiving assistance.

The poverty database changes every time the status of a low-income family is processed every
year if the family has received assistance; it is expected to improve its standard of living so that in
subsequent years it is not included in the low-income family. Thus, it is important to ensure that data
cannot be manipulated and the user can have evidence of what data was taken from the database of
poverty families at certain times as a result of the request.

Good data collection services must meet at least two requirements, namely integrity and non-
repudiation [1]. Integrity is a query and the data retrieved cannot be modified (intentionally or
unintentionally), when the retrieval operation is complete. Non-repudiation means that in view of
past retrieval operations, poverty data retrieval services cannot validly reject data that has been
provided by the service in response to requests given at a certain time [1].

This is what underlies the need for a block chain-based poverty data collection service that can
seal each other's requests and results in every time a certain party requests distribution of assistance
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to families who get help from a poverty database, so matters relating to duplication of low-income
family data and low-income family status can be avoided. Nowadays, there is a great belief that
Blockchain technology will revolutionize the health care industry [2], and reviews about the
advantages and challenges of using Blockchain technology [3], [4].

2. Method

2.1. Integrity and Non-repudiation

Data integrity and repudiation are important things in application development. In article [5]
mentions a list that compares various methods to achieve integrity, authenticity, non-repudiation,
and evidence of existence. Furthermore, to provide a completed and structured overview of security
requirements in the field of cloud computing solution [6], in addition to large-scale data processing
that is distributed on MapReduce [7] and ad hoc vehicle networks (Vanet) [8], are aspects of security
and privacy on this technology.

Common methods that used to ensure data integrity are backing up data, checksum techniques or
using hash cryptographic [9]. This method has input length data and outputs a fixed-sized bit
sequence. It has a one-way function, for example, internationally it is not feasible to calculate input
from output, and it is deterministically, that is, a specific input that provides the same output. A
slight change of input will produce a different output. So that, to ensure message integrity, a hash
cryptographic functions can be used to calculate the message of hash values. On the other hand, the
message integrity can be checked by comparing the initial hash value, which is stored with the hash
value provided by the same hash cryptographic function in that message.

The technique often used on handling non-repudiation is a digital signature [9], an analogy from
handwriting or manuals. For instance, the sender signed a message generated by a hash function
which cryptographically secured. Then, the digital signal is implemented using asymmetric
cryptography, by a pair of public keys to ensure there is no rejection, where the sender signed the
message with the private key and the recipient uses the sender's public key to validate the signature.

2.2.Blockchain technology

The application of Blockchain technology has been applied to the demanding of biomedical data
consumers (human or similar programs) who can get accurate data from biomedical database
references [1]. Blockchain is a distributed transaction management technology that cannot be
updated by certain parties. The first blockchain technology was proposed and implemented in
bitcoin [10], with whom users can make transactions without regulators need (for example in banks).
Besides, there is Ethereum [11], whom everyone can participate, and Hyperledger Fabric [12], that
only approved parties can post to the blockchain.

In a blockchain, each new transaction is placed on a network of distributed nodes, after all nodes
have agreed that the transaction is valid, the transaction is added to the block. Each block contains a
timestamp, hash from the previous block, and transaction data so that a chain is created which
doesn't change and adds up only. A copy of the entire blockchain is managed by each participating
node. Within each block, transaction data is encoded in a hash tree [13].

Many applications use blockchain technology including the HER integration [14], sharing and
access control [15], [16], preservation [17] and overall management [18], [19], so that, the
distribution of assistance to poverty families in local governments needs to be developed using this
Blockchain technology.

2.3.Poverty Data Request Service Architecture

Fig. 1 shows the architecture of poverty data collection services, where the main components are
users, nodes/programs, databases, and blockchain. The service process mechanism starts from all
users making requests (queries) to the blockchain system through the node, the node will retrieve its
blockchain data, and if needed, the node will request DB Poverty data through the DB API Client.
Furthermore, the results of requests are placed in each block, which continues to grow according to
family data requests and types of assistance. Then the blocks are sent in the Blockchain with the
hash value of each block. Retrieval results and information are then validated in the blockchain to
avoid manipulation of aid distribution data to low-income families, and it is almost certain that there
is no duplication of beneficiary data.
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Fig. 1.Poverty Data Request Service Architecture

3. Results and Discussion

The results obtained from the application of blockchain technology in the distribution of
assistance to Regional Governments are carried out in two scenarios, namely querying the data and
testing the validity of the data channeling the assistance as shown in Fig. 2 the data query algorithm
and Fig. 3 the testing algorithm.

In Fig. 2, shows a request service workflow to determine which families get this type of
assistance using blockchain technology, where the flow starts from requests on client applications
(nodes), the results of these requests are in the form of querying low-income family data and the
type of assistance that has already received assistance. Furthermore, checking the query results of
the data query, if the query does not exist, then it will form a new data block which will then be
added to the blockchain. Results both from the old block and from the new block are displayed to

the user.
Family data query and
type of assistance

Block checking

Query ever

existed New data query

h 4

Add block

Showing result

Fig. 2.Data Request Algorithm

To find out whether the hash of the query results is fitting with the previous user's request, then it
is done by checking the hash, as shown in Fig. 3 of the hash proof algorithm. The principle of proof
of hash with four conditions, namely:

e The hash is invalid or unproven
e The hash is valid with the condition that there are already new results in the blockchain

e The hash is valid with the condition that there is no new result yet from the transaction
database.

e The valid hash with the condition that there is no new result from the blockchain, but there is
already a new result from the transaction database.
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Interfaces of family data requests and types of assistance for cases (a) that have been received,
(b) that have not been received (data are in the blockchain) and (c) have never received assistance
(Data is not in the blockchain, so it is requested from the database and added to the new blockchain).
As shown in Fig. 4.

Query results by entering the family code in a blockchain for cases (a) that have not and (b) that
have received aid in the blockchain obtained query results in the form of family data with the status
of receiving and not receiving and the hash of the result of the query block in the blockchain. For
case (c), which has never received aid (not in the blockchain), the query is sent to the database and
entered in the new blockchain.

Interface testing (validation) hash data receiver and type of help for the case (a) invalid hash, (b)
valid hash, with the condition that there is already a new result on the blockchain, (c) valid hash,
with the condition, that there is no new result from the DB (d) valid hash, with the condition that
there is no new result from the blockchain but there is already a new result from the DB.

a b}lock sejauh i

b block sejauh ini
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"hash":"-"}
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dah pernah menerima
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Result
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bbd0611£61c0a8ddbd18defasal"}
0004","response”:"Sudah pernah menerima
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Query KKK =[K0012 Query
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Result

Fig. 4. The query data interface from the Blockchain
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Fig. 5.The hash testing interface

The results of hash testing by entering hash values in the blockchain are two possibilities, namely
valid and invalid. For case (), the hash value is tested if it is not appropriate, then the result is a hash
value that is invalid or not appropriate. For case (b), the hash value is tested if it is suitable, then the
result is a valid hash value with the condition that there is a recent result on the blockchain. For case
(c) the hash value is tested, the result is a valid hash value, with the condition that there is no new
result from the DB, and for case (d) the hash value is tested, the result is a valid hash value, with the
condition that there is no new result in the blockchain but has already a new result from DB.

4. Conclusion

This paper is one of the solutions for collecting poverty data in Regional Governments with the
hope of minimizing data manipulation on the distribution of aid to low-income families. The service
developed in taking data uses the blockchain method, where the process is carried out in a poverty
database to request family data and types of assistance by checking on the blockchain for the status
of receiving assistance and not receiving assistance. For the condition of the data contained in the
blockchain, there are two statuses, they have received assistance and have not yet received
assistance. As for data that is not in the blockchain, it is requested in the database and added to the
new blockchain. For testing hash values, there are two possibilities, namely invalid hash value or not
appropriate and valid hash value. For valid conditions, there are three states, namely valid hash
values with new result conditions on the blockchain, with conditions, there are no new results from
the database, and with conditions, there are no new results from the blockchain but there are new
results from the database. Thus data retrieval using the blockchain method can be an effective
solution to prevent manipulation of beneficiary data in the case of aid distribution in a Regional
Government.
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