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Abstract: Along with the development of the internet era which is very fast today, the network
security system becomes a very urgent matter and needs attention. The number of criminal
activities and cyber attacks that attack servers through the network makes a server administrator
need to make extra efforts in maintaining and monitoring data traffic that enters or leaves the server
system. One of the efforts often made by server admins is to monitor server activity and then
immediately secure the server from attacks that they identify from the monitoring results. data
packets. Here an algorithm is built where the output of the Wireshark application is an analysis
result that will distinguish the presence of a malicious accessing IP and then notify the server admin
to set the firewall and block the IP that is considered dangerous, or analyze the port that is
temporarily under attack and then notify the admin to close the port. . From the results of this
algorithm research by simulating attacks using Synflood Attack on the server, it can be seen that
the level of effectiveness of the algorithm in dealing with attacks can make RAM and CPU lighter
so that it does not burden the hardware when compared to without using the algorithm and also
makes system network traffic more efficient.
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1. Introduction

The development of network and internet technology is directly proportional to the
development of the number of attacks and crimes that occur on computer network
systems. Various efforts have also been made to secure this network system, starting with
security on the network side, security on the server-side, and also security on the client-
side (end-user). The security techniques themselves also vary, such as the use of firewalls,
network traffic monitoring applications, intrusion detection systems (IDS), the use of
cryptographic protocols to the technique of strengthening server configurations. On the
end-user side, security campaigns and data protection efforts continue to be carried out,
such as the importance of using antivirus, the introduction and prevention of phishing
or social engineering, and others.

One part that is currently considered the most vulnerable in this online era is security
on the application server-side. Some of the efforts made are by monitoring network traffic
that accesses the server continuously and also building a strong firewall application.
Generally in a firewall, all incoming and outgoing communications from the server are
controlled. In the server configuration, unimportant or unused ports can be blocked
(closed) and important but dangerous ports should also be blocked. However, this
sometimes creates new problems, for example, if you want to access a web server securely

ITota 2021, ISSN 2774-4353, Vol.01, 04; doi: 10.31763/iota.v1i4.509

https://pubs.ascee.org/index.php/iota



ITota 2021, ISSN 2774-4353, 01, 04 250/264

from outside the network, you need to use SSH for remote system configuration
purposes, while the SSH port on the server is usually set to be closed by the firewall
system because it is considered very dangerous. could be a security hole against our
server. Of course, it will be very disturbing for a server administrator.

Another problem that is often faced by server admins is the difficulty of identifying
any activities carried out by clients that can harm the server. An admin must at all times
monitor his server which then analyzes the results of the monitoring whether there are
activities that endanger the server or not. Furthermore, they must close or block access
from the IP that is identified and considered dangerous.

In this article, we offer solutions to the problems above by establishing a Wireshark
collaboration and iptables firewall techniques to establish communication with server
computers through network-based applications. With this application, a server admin
can quickly open and close a port, block and unblock an IP address based on the
notification given by the Wireshark application based on the analysis of the traffic that
accesses the server. The technique used in Wireshark is an intrusion detection system
(IDS) technique that will identify if there is traffic that is out of the ordinary or known as
an anomaly. The results of this Wireshark analysis will then provide a notification to the
server admin which then the server admin can do port blocking or IP filtering as desired
through the application we made.

The ability to do port blocking and IP filtering is on the iptables firewall system
available on the Linux server operating system. However, the application that we have
made is expected to run on various operating system platforms. The purpose of this
research entitled "Implementation of Wireshark and IPtables Collaboration in improving
Traffic Security on network systems" is to make a configuration that fits the TCP port of
the new TCP line, the UDP port of the new UDP line, and the new TCP and UDP ports.
The new TCP string and UDP string will create rules on the iptables Linux server.
Filtering can be enabled on the host computer, and filtering on the host computer
involves blocking network ports and IP filtering or access in the configuration on iptables
by using applications.

2. Theory

2.1. Computer network

A computer network is a collection of autonomous computers that are connected. It
can be explained in everyday language that a computer network is a collection of various
computers and other devices, such as printers, hubs, etc. Which are connected through
an intermediary medium. The intermediary media can be wired or wireless. Wireless
media information is data that is sent from one computer to another so that each
computer can exchange data or share hardware devices.[1]-[3], moreover, wireless
computer networks and WSNs that are ad-hoc in nature are also developing with several
studies discussing the Quality of Services (QoS) side [26-30]

2.2. Iptables

Iptables Linux module that directly supports Linux kernel version 2.4 or higher to
ensure system security and various other network requirements [4]. IPTables can also be
used to select incoming, outgoing, and forwarded data packets based on IP address,
network ID, port number, source (source), destination (destination) and protocol used,
which also depends on each respective connection type. package [5]. Iptables can perform
packet counting and apply traffic priority based on service type. Iptables can be used to
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define many port-based security rules to protect specific hosts [6]. Iptables can also be
used to create routers or gateways, of course only for Linux operating systems.[2],[7],[8]

2.3. Firewall

The security system that can protect your computer from various Internet threats is a
Firewall. This firewall acts as a barrier or wall barrier against computers on the Internet
through a "firewall".[9], [10], you can control the data, information, and operations that
can be sent from the Internet network to the computer, and vice versa. There are two
types of firewalls: hardware and software. They all have different attitudes or attitudes.
However, they both perform the same basic function: protect network security. A
hardware firewall is a piece of hardware that resides in a network system, such as a
router. This type of firewall requires configuration to operate effectively [11], [12]. To
function properly, the firewall uses filtering methods to determine the primary, source,
and destination data packets.

The system compares the data internally according to the set rules. Then, you decide
which data should be deleted or sent to the destination. A software firewall is a firewall
solution for home Internet users. These firewalls are usually built as standalone
applications or as additional antivirus features to protect incoming and outgoing traffic,
and protect you from Trojan horses and worms.[13]-[15].

2.4. Wireshark

An open-source packet data retrieval application that can be used to scan and capture
traffic on the Internet. This application is usually used as a troubleshooting tool on
problematic networks, and since it can read the content of any packet traffic, it is also
widely used for testing software. The app was previously called Ethereum but was
renamed Wireshark due to branding issues. Wireshark supports many packet
capture/tracking file formats, including .cap and .erf. In addition, the built-in decryption
tool can display encrypted data packets from various protocols widely used on the
Internet today, including WEP and WPA/WPAZ2[16],[17]. One of Wireshark's strengths is
cross-platform development and distribution, so even if Ian is positive, Linux and
Macintosh users can install and use this feature of the Wireshark application. Wireshark
is useful for network analysis. Its principle of operation is to "capture" data packets of
various protocols of various types of networks that are common in Internet network
traffic[18], [19]. These data packets are "captured" and then displayed in a real-time
window to get the capture results. At the start of the network analysis process using
Wireshark, all recorded packets will be displayed without being scanned (promiscuous
mode). Use the sort and filter commands to process all the packets again. On the
downside, some hackers usually use Wireshark for tracking. The term tracking is not
much different from capturing parcel data, but it has a negative connotation because it
can harm others, especially in terms of privacy. For Wireshark to work properly, you
need a WinPcap or Npcap application as a base. WinPcap can still be used in the highest
versions of Windows 7, and Windows 10 no longer supports WinPcap, which is why
Npcap was developed. Compared to pcap as the libcap library on Linux systems,
Windows only uses one port of the libcap library, namely Npcap . Pcap is an API
(application programming interface) used to capture network traffic from the Internet.
Pcap is not new, it is a major part of its predecessor, TCPDUM P (Package Retrieval
Program)[20],[21]. Wireshark uses pcap to collect data packets, so network analysts using
Wireshark can only collect data packet types that only pcap supports.
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2.5. IPTables Chain
In general, the flow of the package description on iptables is like Figure 1 with the
respective processes and functions in order to create good packet filtering.

incoming outgoing

package routing decisions

Figure 1. Filtering system on Iptables

] Filter — Specifies the packet to be DROP, LOG, ACCEPT or REJECT.

] NAT - Translate (change) the origin or destination address of a packet.
. Mangle — Perform refinement (mangle) on data packets such as TTL, TOS, and
MARK.

Each table above has a rule called a chain. The filter has 3 chains:

. FORWARD: Performs a packet filter that will be forwarded from one NIC to
another.

. INPUT: Perform packet filters intended for firewalls.

. OUTPUT: Perform a packet filter that will come out of the firewall.

NAT has 3 chains:

. PRE-ROUTING: Used to translate the address before the routing process occurs,
namely changing the destination IP.

. POST-ROUTING: Used to translate addresses.

J OUTPUT: Used to translate the address of data packets coming from the firewall
itself.

2.6. Anomali - Based IDS (Intrusion Detection System)

IDS or Intrusion Detection System is a process or activity to monitor events that occur
on computer systems or networks, analyze possible incidents of attacks, violations or
threats to computer security, use of law or standard security practices [22].

This system monitors the state of data traffic on the network and monitors various
activities or suspicious activities on the network system. If any suspicious activity related
to data traffic on the network is found, this IDS will alert the system or network
administrator. In many cases, the IDS will also respond to abnormal/abnormal traffic by
blocking users or source Internet Protocol (IP) addresses from trying to access the
network [23].
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This IDS model offers several types and systems approaches whose main purpose is
to detect suspicious data traffic on a network. In general, there are two types of IDS,
namely network-based (NIDS) and host-based (HIDS). There are IDSs that track the
peculiarities of frequently performed experiments. This method is almost the same as
antivirus software, which detects the system and protects it from threats. Then there is
also IDS which recognizes the existing normal traffic patterns based on comparisons and
then looks for existing traffic anomalies. There are IDSs that only function as supervisors
and warnings in the event of an attack, and there are IDSs that not only function as
supervisors and whistleblowers, but can also carry out activities that react to attempted
attacks on networks and computer systems [24], [25].

Anomaly-based detection is the process of comparing the state of activity that is
considered normal with the observed events to be able to detect anomalies through visual
analysis and can detect anomalies in traffic flow on the network, of course using network
analysis software such as Wireshark.

3. Method

3.1. System Design

To collaborate with the Wireshark application and the iptables firewall system
as described in the introductory point above, a system is designed that will be the
interface or liaison between the Wireshark application as a traffic monitoring and analysis
application on a network system connected to the application server and an iptables-
based firewall system as a The application located in front of the server is in charge of
maintaining the security of the server behind it. The system will analyze the output of
Wireshark if it is considered a malicious IP then the system will order the addition of a
new rule on iptables to block that IP. Or if the analysis results detect a port that is in an
exploited condition, the system will order the addition of a new rule to close the
corresponding port. Likewise, if the opposite happens, then the IP or port will be
unblocked again. Figure 2 shows a system design designed to collaborate with Wireshark

and iptables by utilizing the algorithm that we have created.

4.safe data to be transferred to
another computer

1.Device accessing the internet

3.collaboration process

2.All data recorded by the host o
computer 55T=

| » 1
o % |Ptab|950: & WIRESHARK

Figure 2. Wireshark-Iptables Collaboration System Design
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Flow Outline:

1. Incoming data from a device that does or uses the network

2. The data obtained is entered into the host computer for processing

3. Atthis stage, Wireshark and Iptables collaborate to produce Firewall rules that
can block threats from outside parties based on algorithms.

4. After being processed in stage 3, the IP which is considered safe can access or

pass through the Firewall for the data to be used by Device clients

IPtables_\Wireshark_Algorithm
Declaration

WARCHAR Output Wireshark
Eeqgin

IF (SPECIFIC PORT ¥OU WANT TO CLOSE OR OPEN);
ECHO " CLOSE OR OFEM A SPECIFIC FORT *;
ELSE IF (RESTORE IPtables RULES);
ECHO " RESTORE THE RULES";
ELSE IF {IP TARGET SFECIFIC BLOCK };
ECHO " BLOCK TARGET IP "
ELSE IF (MANAGING RULES BASED ON RESOURCES(SAME IP ACCESS MULTIPLE FORTS WITH 200 TIMES RANGE]),
ECHO " MANAGING RESOURCES "

EMD

Figure 3. Pseudecode Algorithm

Scan Wireshark to Taking Rules
get Resources Based on Sources

Allow IP to access Same IF IP accessing
the data in traffic multiple ports at the same time
networking (Anomaly-based IDS)

set ip to new rules

Figure 4. Flowchart Algorithm

The collaboration of iptable as IP filtering and Wireshark as an analyzer of data packets
and IP that is implemented will provide a guarantee of security for the server because the
firewall will be adaptive by always making new rules based on the condition of the data
packets being analyzed. It is created in the form of a device management system. Figure 3
shows a flowchart of how the wireshark and iptables collaboration system application works

to improve traffic security on the network.
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3.2. System Requirement
In testing this Wireshark and iptables collaboration application, the host computer
specifications are used for data retrieval. Table 1. shows the system specifications used as

the host computer during the test as a minimal system.

Table 1. System Requirement

RAM 4GB Memory - Min
Operation System Linux Server
Processor Intel Core 15-3350 3.10GHz
Architecture 64-bit

The system requirements used are adjusted to the minimum system limits that can
be used by useful supporting software so that when conducting experiments they do not

experience bugs or errors.

4. Result and Discussion
4.1. Scanning process by Wireshark application

The application works by running Wireshark to detect data traffic going to and
out of the server over the network. Wireshark continuously scans data that passes
according to the desired network adapter, in this case, the adapter that goes to
our server. If the scanning results indicate anomaly activity, namely activity that
is out of the ordinary, then Wireshark will provide a notification asking to
immediately close the port passed by the anomaly activity or enter the IP as a
blocked IP. Figure 5 shows the continuous scanning activity carried out by
Wireshark until it gets anomaly data which will then be processed by an
application that is useful for writing rules on IPtables on the firewall.

4.2. Wireshark Output Analysis Process for basic iptables rule creation

The scanning results from the Wireshark application will then be saved into a file
that will be processed by the application to be used as useful resources for
rewriting rules on iptables. Figure 5 below shows the output data from Wireshark
in the form of a file that will be the input for iptables reconfiguration.

4.3. The process of writing a new iptables rule based on the results of the analysis

After reading the Wireshark output file that contains recommendations for
reconfiguring iptables rules, the server administrator can configure directly to
iptables using the application we created. Figure 6 shows an application on the
admin server-side that is used to write new rules on iptables.
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cs Telephony Wireless Tools Help

Length Info
95 Standard query Bx76e5 A Lent-signature
content-signat

2.2 is at 5 9:1
336 Standard query se Ox7 content-signature-2.cdn.mozilla
97 Standard query 8x58cd A firefox.settings.s
57 Standard query 8x86c1 AAAA firefox.settin
161 Standard query response A firefox.
181 Standard query response 8xé

7448232 ~ 443 [SYN] Seqe

3 Seq=0 Ack=1 |
443 [ACK] Seq=1 Ack=1 Win=64240 Len=0

a4
48232 [SYN, AP $0a=8 1
23 443 [Ack] s{ k=1 Win=64248 Len=9
nt 1o \

Win=65535 Len=9

Display the
scanning
Process using
Wireshark

Sources for
analysis

Figure 6. Data display of the output wireshark file

To process the output data from Wireshark and to make writing rules faster and
easier for the server administrator, an interface application is provided using the
Python GUI program Tkinter. There are several menus provided as follows:

*  Open and close ports

¢ Restoring rules

e  Target Specific Block

¢ Block IP based on Source

4.4. The result of writing a new rule on iptables

The results of writing rules using the above application, you can see the results
directly on the iptables rules as shown in Figure 7. The application has
successfully updated the rules as entered by the server administrator.
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/" Algorithm

192.168.1.0/24 anywhere
192.168.1.0/24 anywhere
192.168.56.0/24 anywhere

il |Ptables display
with new rules

Figure 8. Display of new IP tables rules

Based on the results of the analysis of the output of Wireshark, it can be seen in
Figure 7 that several IPs that were detected carrying out attack and threat
activities could be blocked using the application and based on the results of data
analysis by Wireshark.

4.5. Effectiveness and Efficiency Test

To find out how much benefit and usability of the application and the
algorithm scheme we offer, we will test the effectiveness and efficiency of the
application by creating an attack simulation scheme on a general topology model.
Here we try to use several attack tools such as Hping3, Nmap, and Synflood
Attack.

Effectiveness here is the result of how successful the system is in dealing with
attacks when the application is used compared to when not using the application.
We did the test by simulating the attack on the server or host with the application
installed and not installing the application. The design of the simulation scheme
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uses 1 computer (host/server), and a laptop (client). Host and client connections
use the internet via an indihome wifi modem. The complete topology can be seen

in Figure 9.
Modem Wifi Indihome
=N
()
*Wireshark
«Iptables with = Hping3
program Ngurllhm » Nmap

. Synﬂood Attack{method)

Host IP 180.252..1.2 (Target) Client with 100 IP random ( atlacker)

Figure 9. Attack Simulation Schematic

From the simulation scheme image, it is explained the use of each of these
devices, the Indihome WiFi modem is used as an internet network provider to
serve as a communication medium between devices. The computer is used as a
target which will be equipped with Wireshark, iptables firewall, and applications
to monitor anomalies in network traffic and update rules. iptables quickly. Then
the laptop is used as an attacker who is equipped with Hping3, Nmap, and
Synflood attack (method) to attack the target host with 100 IPs that have been
prepared.

Common
-d | ata si (default is @)
-E —file from fi
--sign
-—dump

to moni ]U;T one hop
show FTT information in traceroute mode

escribed with APD (see docs/APD.txt)

2): icmp mode set, eaders + @ data bytes
od mode, no repli e shown

Figure 10. Simulation of attack using Hping3

The attack is carried out on the client-side of the attacker using a Synflood Attack
(Method) against the target to make the host computer burdened and also make
network traffic crowded with attacks. on the computer side, the host itself will
scan using Wireshark.
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It can be seen in Figure 11 that we have done Synfloodattack to make network
traffic very busy so that on the Wireshark side it will read an anomaly where the
scanning output of the Wireshark itself will be entered into iptables through the
application to be processed so that new rules are formed on iptables which will
secure the server/ host of the currently running attacking process.

d040 +tRRA o «

Wireshark
display
when under
attack

File Edit View Go Capture Anslyze Statistics Telephony Wi

ﬂDﬂ@i..ﬂQeaﬂe»..nnnﬂ

27 Tell 16.0.2.15
2 15 at 52:54:00:12:35:62
l 5 JUJJJdBJU 192 8. 1 3 5 3 tandard query response 8x76eS A content-signature-2.cdn.mozilla
12 5.984240350  10.¢ 9 S 97 Standard que
13 5.984269936  10.9.2.15 S 97 Standard que
14 5.986572464 192 1 3.2, S 161 Standard query response 8x56cd A firefox.settings
181 Standard query response Gx90ci AAAA firefox rn;n:« services.no

54 48234 - 443 [ACK] Seq=1 Ack=1 Wi
Beq=1 Ack=1 Win=84248 Lenz6
Wireshark display in
normal traffic
network

peq=1 Ack=514 Win en=a

) Profile: Default

Figure 12. Scanning report under normal conditions

From the simulation process as above, which is carried out repeatedly over a
predetermined period of time, we draw conclusions and put them in graphical
form as shown in Figure 12.

Based on Figure 12, it can be explained that the Wireshark-iptables
collaboration algorithm can run effectively as desired where about 70% of IP
threats that access the server using Nmap (open port search) and Hping3 (attack)
can be blocked successfully. There are a few problems experienced when the
application has been running for about 2 hours then the effectiveness will
decrease and we have to reset or restart the python program and turn it back on.
This deficiency will be our next research to be able to improve the application.
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Figure 13. System effectiveness test results

Furthermore, in terms of application efficiency, we try to record differences in
resource usage activities, both CPU and RAM by the server when the server is
attacked but using this application or the server is attacked without using this
application. The results can be seen in Figure 14 and Figure 15.

&) windows Task Manager -3 x|

File Options Yiew Help

'Applications | Processes | Services  Performance |Netw0rking| Users |

—CPU Usage —CPU Usage Hlstory

) U T |||||||

—Pheysical Memory Usage History

I| II| |"||r| ||J 'l |'| | "I‘ |I|I||f|'.|| III|II'I|I1\|'I'|L.I||I|’|J|"l__,|l|l|lt|h|ll

MY,
bt
.-"!l!"'l LI ln-'l U IIII'!I I".||||l‘|b|I I'--J

— Mermnory

r~ Physical Memory {MEB) System————————
Total 4047 Handles 44806
Cached 402 Threads 815
Avvailable 394 Processes 59
Free 14 Up Tirne 0:01:09:36

Commit (ME) £307 | 8092

r~ Kernel Memary {ME)
Paged 173 _
Monpaged 151 ¥ Ressource Monitar, .,

|Pr0cesses: 59 |CPU Usage: 70% |Physical Memory: 90%: | v

Figure 14. The use of resources by the server when attacked without using the
application

When the host computer is attacked with no application that can detect the attack,
the server condition experiences a CPU Usage condition that is above 70% which
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will burden the host computer and RAM memory above 50% of the available
memory.

i&] windows Task Manager -10O] =
File Cptions Wiew Help

.Applications I Processes | Services  Performance INetworking I Users I

—CPUUsage — 1 [ CPU Usage History

— Memary r~ Physical Memory Usage History

— Physical Memory (MEB) Swstem——————————
Total 4047 Handles 36355

Cached 639 Threads 71

Available 2657 Processes 53

Free 2040 Lip Tirne: 0:01:11:59
Comnit {ME) 3957 [ 8092

r~ Kernel Memary (MEB)
Paged 177
honpaged 139 | 1% Resource Manitat, ., I
|Pr0cesses: 53 |CPU Usage: 0% |Physica| Memary: 34% | 4

Figure 15. The use of resources by the server when attacked by using the
Application

When the host computer is attacked but uses our application to create new
rules based on the results of the Wireshark analysis, the server load is as shown
in Figure 13 with the characteristics that occur are CPU Usage below 30% which
does not burden the host computer and RAM below 50 % available memory.

Thus it can be concluded that by using this application, the server will work more
efficiently with an efficiency level of 40% better in terms of CPU usage, although
it is still the same in terms of RAM usage.

5. Conclusions and Suggestion

We have created an application that can increase server security from attacks
by utilizing the capabilities of Wireshark as a tool for monitoring and analyzing
data traffic and also the ability of the iptables firewall to perform port closures
and IP attacks. This application is made in the form of a collaboration between
Wireshark and iptables firewall.

After testing and simulating attacks, we can see that iptables is a firewall that
can block an IP or prioritize IP in traffic based on the type of service, while
Wireshark is a tool for analyzing network traffic so that it will create more
detailed network security so that IP rules on the firewall can work better. In terms
of effectiveness, we can conclude that by utilizing this application, about 70% of
attacks can be blocked by the application compared to if not using this
application, only about 2% of attacks can be overcome. In terms of its efficiency,
this application can reduce the CPU workload 40% more efficiently than if you
don't use this application.
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