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Abstract: Images Recognition and Face Recognition are a form of artificial intelligence developed
on Robots and Smart CCTV, such as technology currently developing, such as YOLO Real-time
Object Detection and Images Recognition using Python language. In this research, the tool trying
to be used is the ESP32 camera and his approach to several types of study, such as smart door locks.
To activate this ESP32 camera, use the ATmega 328 mini Microcontroller, Arduino board, and FTDI
Programmer. The thing that can be analyzed is the delay or inference time (ms) on the ESP32
camera. Face recognition technology in this research is devoted to using the ES32 camera, which
is expected to be an inexpensive image recognition solution. This research using the ESP32 camera
was made as easy as possible to be applied by everyone, but by not leaving the analysis side, one
of which is on the time side of the camera's detection of the object in front of it, how far and fast
(ms), this object can be explicitly detected. Speed is seen from the resolution specifications used
for face recognition and image recognition, such as CIF and QVGA, and throughput (bytes)
analysis of ESP32-Cam and Server using Wireshark.

Keywords: face recognition, esp32 camera, intelligent detection, smart door lock, Artificial
intelligence

1. Introduction

Currently, image recognition technology continues to develop with easy and
inexpensive technologies to reach and develop, one of which is the Raspberry Pi.
Raspberry Pi is now the latest version 4B, which continues to create Python-based
Artificial Intelligence. And also still developing some Artificial Intelligence features on
the M5Sticky board that can recognize images through the camera. And recently,
ESP32-Cam appeared with the cheapest version that can automatically recognize images
or photos in front of it. However, this ESP32-Cam has many weaknesses, including
errors when reading the webserver [2,8] and not being detected by the camera. The
author changed the microcontroller, which is not using the FTDI Programmer but uses
the Arduino Uno as a microcontroller programmed to read the ESP32-Cam camera. The
ESP32-Cam is equipped with the UFL Antenna feature to strengthen the Wireless
communication used [15], namely the WiFi module. Moreover, this paper is a complete
analysis of all components used by ESP32-CAM in carrying out a particular project,
including projects using solenoid valves and other projects using UFL Antenna
components and propagation analysis OV2640 camera analyzing its performance
including delay, resolution, and capture speed.
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2. Theory

2.1. UFL Antenna

Figure 1 shows the Male UFL Antenna port of the ESP-32 Cam viewed using a digital
microscope. The function of this UFL Antenna is as a signal amplifier to communicate
with the receiver via its WiFi module. In detail, the specifications of the ESP32-Cam can
be seen in table 1.

Figure 1. Male UFL antenna connector ESP32-Cam

As in table 1, the Camera ESP32-Cam [1,3,4,6,12] supports the OV2640 type, and table
1 discusses the overall specifications used in the ESP32-Cam. In more detail, the OV2640
camera is shownin Table 2. Furthermore, Figure 1 shows the position of the ESP32-Cam
UFL-Antenna Port, located on ANT], for the flexible antenna cable can be plugged in and
removed from the port effortlessly. Also called an external antenna because it is located
outside the ESP32-Cam component or not in the form of a PCB Antenna.

Table I. ESP32-Cam Spesification

No ESP32-Cam Spesifications
1 Ultra-small 802.11b/g/n Wi-Fi + - Up to 240MHz, up to 600 Built-in 520 KB SRAM, external
BT/BLE SoC module DMIPS 4M PSRAM
’ Low-power dual-core 32-bit CPU  Supports interfaces such as Support OV2640 and OV7670
for application processors UART/SPI/I2C/PWM/ADC/DAC  cameras with built-in flash
3 Support for images WiFI upload Support TF card Support multiple sleep modes
4 Embedded Lwip and FreeRTOS Suppf)rt STA/AP/STA+AP Suppo%‘t Sm.art 'Cor?ﬁg/AirKiss
working mode One-click distribution network
Support for local serial upgrade
5 and remote firmware upgrade Support secondary development
(FOTA)
Table II. OV2640 Spesification And Datasheets
0OV2640 Specifications & Datasheets
No  Parameters Spesifications
1 Array Size 1600 x 1200 (UXGA)
Core: 1.3V DC £ 5%
2 Power Supply Analog: 2.5~3.0V DC
[/O: 1.7V to 3.3V
3 Power Consumption Free running: 125mW
Standby:600pA

4 Image Sensor Format Type 1/4”
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OV2640 Specifications & Datasheets

No Parameters Spesifications
1600x1200@15fps,
5 Maximum Image Transfer Rate SVGA@30fps,
CIF@60fps
6 Sensitivity 0.6V/Lux-sec
7 S/N ratio 40dB
8 Dynamic Range 50dB
9 Pixel Size 22x2.2 pm
10 Output Format YUV/RGB/Raw RGB Data/MJPEG
11 Shutter Type Rolling Shutter

2.2.  ESP32-Cam FTDI and Arduino Connection
The connection between ESP32 and IC Programmer such as FTDI can be seen in Figure

2. FTDI functions as USB to TTL (Transistor-Transistor Logic).

transfer process, the C++ program [9,10,11,14] to identify the ESP32-Cam is required to

initialize the FTDI Port and ESP32-Cam port.

Compiling data is 100% successful. The ESP32-CAM has 16 pins used for the Input and
Output or I/O processes. These include 5V DC, GND, GPIO 12, GPIO 13, GPIO 15, GPIO
14, GPIO 2 and GPIO 4. On the right are 3.3 V DC, GPIO 16, GPIO 0, GND, GPIO 3, and
GPIO 1. Each GPIO has functioned as Data, CLK, CMD, CSI_MCLK, RX, and TX.

Figure 2.

Ll o1sea 1414

ESP32-Cam FTDI Connection

Figure 3.

ESP32-Cam Arduino Connection

So that during the

Until the data transfer process or
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ESP32-CAM is used for several actuator control processes. For example, control of
DC motors, Servo motors, Solenoid Valves, and other outputs. With input coming from
Face or Image recognition [13], ESP32-CAM is also used as a streaming camera tool like
CCTV Camera. Still, the advantage of ESP32-CAM is that it is equipped with Artificial
Intelligence (AI) using specific programming languages [7] or coding programs that can
set the output for the research purpose. The ESP32-CAM is combined with an Arduino
UNO type microcontroller as FIDI and can directly use USB to TTL or FTDL. Some
examples of research using ESP32-CAM are Face Recognition to open doors[5]. ESP32-
CAM can be used as Face recognition by recording facial data as a key to open the door
by moving the Solenoid Valve in the ON or OFF position.

Table I1I. ESP32-Cam And FTDI Wiring or Connection
ESP32-Cam and FTDI Wiring or Connection

Pin ESP32-Cam FTDI
1 GND GND
2 - CTS
3 5V VCC
4 GPIO 3 (UOR) TX0
5 GPIO 1 (UOT) RXI
6 - DTR

Table 1V. ESP32-Cam and Arduino Wiring or Connection
ESP32-Cam and Arduino Wiring or Connection

Pin ESP32-Cam ESP32-Cam Arduino
1 5V - 5V
2 GND - GND
3 GPIO 3 (UOR) - RX0
4 GPIO 1 (UOT) - X0
5 100 GND -

Figure 4 shows the Face Recognition Steps, including Capturing, Extracting,
Comparing, and Matching. This Face recognition method is used to determine the Face
that is the key by going through various Face Comparing and Matching processes; after
the Matching process, the actuator moves to the ON position (in the case study, the
automatic door opens closes using the Face).

Figure 4. Face Detection use ESP32-CAM



ITota 2022, ISSN 2774-4353, 02, 01 14/21

Camera WWeb Server

Application HTTP Camera Pin.h

Camera Index Lib.

Figure 5. Programming Packet in Arduino IDE

The programming structure can be seen in the body in Figure 5. There are five core
components in the Integrated Development Environment that are used to run ESP32-
CAM. Camera Web Server, Application HTTP or application server, Camera Library,
and Camera Pin Header. And each of these components must be a unified system.
Moreover, the pseudocode used for minimal starting is shown in the following series of

seudocodes:

1. Start the program
2. Initialize of Library esp camera.h and WiFi.h
3. Select the Camera Model AI Thinker has PSRAM

4 Initialize of Header of Camera Pins

5. Initialize of your SSID and Password
6. Initialize of Password of SSID

7 Start of Camera Server as Void loop

8. Start the Void Setup

9. Specify the bitrate value 115200 bps
10. Specify of Serial.setDebugOutput (true)
11. Specify of camera and Pins configuration
12. WiFi Configuration

13. Camera Server ready

14. WiFi IP Address Status Connected

15. Create the Own program and running

16. End the program

—————————— Pseudocode 1 ----------

Define a CAMERA MODEL AI THINKER

Define a WiFi and Password used with a const char ssid & password
Define a relay port used

Define a long prevMillis & internal (int)

Define a Boudrate 115200

Define a Pin mode (relay as output and) & Digital Write (relay is
low)

7. Define active relay condition (When a High and When a Low)

8. If matchFace is true Then relay is High

9. If matchFace is False Then relay is Low

10. If Relay is High Then Solenoid is Unlock position

11. If Relay is Low Then Solenoid is lock position

12. Repeat the automatic door lock process with Face recognition

o U W N

—————————— Pseudocode 2 ----------
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2.3 Images Recognition

Figure 3 is the Face Detection and Face Recognition process; Face Detection starts from
the object (Grayscale object) captured by the camera (camera resolution is essential), then
programming in C++ on the Arduino or Python IDE can produce object detection
automatically on several objects specifically in the shape of the eyes and mouth. After
the Face Detection process, the Face Recognition process starts from Pre-Processing to
Face Representation followed by Face Database (here all files will be used as databases
for the image recognition process from hundreds of images), then Face Classification, this
is a face classification process based on the training process images, and finally the
verification or identification result process.

Table V. ESP32-Cam Doorlock Pin
ESP32-Cam Door Lock Connection

Pin ESP32-Cam FTDI Relay
1 5v VCC VCC
2 GND GND GND
3 UOR Tx -

4 uoT Rx -
5 104 - IN

[Puput Dani_Project]

fritzing
Figure 6. Automatic Door lock use ESP32 Cam [5]

The development of this Face recognition project can be applied to automatic door
locks based on ESP32-Cam. Completely can be seen in Figure 6. Figure 6 is the
connection between several components: FTDI, ESP32-Cam, Solenoid, Relay, and Battery
12 Volt DC. The next step is to determine the programming code to run this solenoid
valve ON & OFF with input from the ESP32-Cam from the Face Recognition input.
Moreover, the essential factor when uploading the program, the connection between 100
and GND needs to be disconnected when the upload process is complete and press the
reset button; this is done so that the HTTP address can appear on the serial monitor and
the streaming test can be successful.
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3. Method

The analytical method in this research is shown in 2 flowcharts in Figure 8 and Figure
9; the analysis is obtained from the following flowchart; in this research, it is not specific
to the prototype results as shown in Figure 10, but more to the throughput analysis of the
data generated by ESP32-Cam which determines the quality of data transmission,
buffering process, error packet data generated from ESP32-Cam communication with the
server, HTTP address in this research uses the address http://192.168.146.240/ Moreover,
The software used in this research is Wireshark, which specifically analyzes the
throughput generated from the communication between the ESP32-Cam and the server.

Face Detection ~ f----ccmmammmmmaieieieieiaaaaan N

v\
: u Detect Image L
. Camera 5
' Grayscale Image
: Cropped Image e
N
Face Recognition fe--eecceemmaaanmnnans Hamnnnn ..

Face Representation Pre - Processing

-
L Face Database —‘ i
Verification / 1

Identification result

'
.
.

I

D:> ‘ Face Classification

Figure 7. Face recognition system
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Figure 8. Face recognition system for automatic door use ESP32-Cam
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Define research analysis

h 4

Initialize the Type of Start the Wireshark
resolution software analyzes
Analyze the spesific Initialize the hitp Address of

resolution and test ESP32-Cam

v v

set a resolution that is

compatible with face ODS?Q’S d:lraslhgg:g?put
recognition P
compare all resolutions and observe packet error( %)
determine the best one and packet loss

draw analyzes conclusions J

A 4

( Stop )

Figure 9. The analysis process in this research

A 4

4. Result and Discussion

Each type of camera resolution used produces different speeds, referred to as frames
per second (fps) and speeds with units of milliseconds (ms). In detail, the results of the
comparison of the types of cameras used in the ESP-Cam can be seen in table 5. Table 5
shows the OV2640 speed of the camera in real-time; the comparison is seen from the
resolution size, Speed of Motion (ms), and frames per second. The datain table 5is taken
in real-time when the camera detects a face. Indeed, the speed of motion (ms) varies,
but it can be seen that the two resolutions of the OV2640 camera are UXVGA and SXVGA,
which have the largest Average Speed of Motion (ms), namely 83 ms and 87 ms [Figure
11 & Figure 13]. As for other types of camera resolution, they are more or less the same.

E Toggle OV2640 settings.

10 63
2 —2
2 —2

2—0—22

2

Figure 10. ESP32 Cam Streaming test
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Figure 11. Real-time Serial Monitor Streaming camera

Destination Protocol  Length Info
192.168.236.41 TCP 1490 81 »+ 54171 [ACK] Seq=1 Ack=1 Win=537@ Len=1436
192.168.236.41 TCP 1498 81 = 54171 [ACK] Seq=1437 Ack=1 Win=537@ Len=1436
192.168.236.240 TCP 54 54171 = 81 [ACK] Seq=1 Ack=2873 Win=64620 Len=0
192.168.236.41 TP 1498 81 » 54171 [ACK] Seq=2873 Ack=1 Win=5378 Len=1436
192.168.236.41 TCP 1490 81 + 54171 [ACK] Seq=43@9 Ack=1 Win=537@ Len=1436
192.168.236.240 TCP 54 54171 + 81 [ACK] Seq=1 Ack=5745 Win=64628 Len=@
192.168.236.41 TCP 1490 Bl » 54171 [ACK] Seq=5745 Ack=1 Win=537@ Len=1436
192.168.236.41 TP 1498 81 » 54171 [ACK] Seq=7181 Ack=1 Win=537@ Len=1436
192.168.236.248 TCP 54 54171 » 81 [ACK] Seq=1 Ack=8617 Win=64620 Len=@
;192.168_236_41 TCP 898 81 = 54171 [PSH, ACK] Seq=8617 Ack=1 Win=537@ Len=836
" 102.168.236.41 TCP 1490 81 » 54171 [PSH, ACK] Seq=9453 Ack=1 Win=537@ Len=1436
192.168.236.41 TP 1498 81 » 54171 [ACK] Seq=188389 Ack=1 Win=537@ Len=1436
192.168.236.240 TCP 54 54171 + 81 [ACK] Seq=1 Ack=12325 Win=64628 Len=8
192.168.236.41 TCP 1498 81 = 54171 [ACK] Seq=12325 Ack=1 Win=537@ Len=1436
192.168.236.41 TR 654 81 » 54171 [ACK] Seq=13761 Ack=1 Win=537@ Len=6@68
192.168.236.248 TCP 54 54171 » 81 [ACK] Seq=1 Ack=14361 Win=64628 Len=@
192.168.236.41 TCP 1498 81 = 54171 [ACK] Seq=14361 Ack=1 Win=537@ Len=1436
192.168.236.41 TCP 1498 B1 = 54171 [ACK] Seq=15797 Ack=1 Win=537@ Len=1436
192.168.236.41 L3 898 81 » 54171 [ACK] Seq=17233 Ack=1 Win=537@ Len=836

Figure 12. Source ESP-32 Cam Wireshark analyzes

Table VI. OV2640 Camera Resolution Comparison FPS And Speed of Motion

No Type of Resolution camera Resolution size Avg Speed of Motion (ms) Avg fps

1 UXVGA 1600x1200 111 9

2 SXVGA 1280x1024 87 11,5

3 XGA 1024x768 39 25,6

4 SVGA 800x600 39 25.6

5 VGA 640x480 43 23,3

6 QVGA 320x240 19 52,6

7 HQVGA 240x176 36 27,8

8 QQVGA 160x120 23 43,5

9 CIF 400x296 40 25
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Several previous studies have shown that the performance of the ESP-32 Cam is poor.
Judging by the low frames per second (fps) like 0.2-0.5 fps. by using CIF resolution during
the video streaming process, then analysis using Wireshark is used to see the data bits
sent to the server, the data throughput can be seen as Figure 12, Figure 14, the analysis
process was carried out using Wireshark for several seconds.

120
100
80

60

UXVGA SXVGA SVGA VGA QVGA HQVGA QQVGA
resolution type

avg speed (ms)

4

o

2

o

Ems Hfps

Figure 13. OV2640 Camera resolution comparison
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Figure 14. Throughput analyzer of ESP32-Cam in server
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5. Conclusions and Suggestion

The ESP32-CAM with the camera type OV2640 can be used in streaming cameras
and Face detection to control the actuator. In esp32-cam, not all types of cameras can be
used, depending on the appropriate resolution and compatibility with the camera used
for image recognition. UXVGA and SXVGA are the types of resolution with the highest
average speed (ms) >80 ms out of the nine types of resolution that the OV2640 camera
has on the ESP32-Cam. In comparison, the compatible types for Face recognition and
Image recognition are CIF and QVGA, which have a speed of 40 ms and 19 ms.
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