
 

 

Iota 2023, ISSN 2774-4353, Vol.03, 04; doi: 10.31763/iota.v3i4.614                            https://pubs.ascee.org/index.php/iota 

Research Article 

Network Security Analysis Using Switch Port Security CPT 
 1stNurfadilah Istiqamah , 2ndJumadi Mabe Parenreng  

1,2Department of Computer Engineering, Universitas Negeri Makassar, Makassar 90222, South of Sulawesi, Indonesia 

*Corresponding Author: jparenreng@unm.ac.id 

 

Abstract:  

The gradual advancement of information network technology has rapidly increased due 

to the growing demand for efficient, stable, and fast network connectivity, as well as 

reliable information security. One factor that influences network quality is network 

security, which encompasses various techniques to enhance network security, such as 

building firewalls, layer seven protocols, and port security. Port security utilizes existing 

ports to enable secure switching access. The switch can protect the local area network 

(LAN). Several types of switch port security are commonly used, including default/static 

port security, dynamic learning port security, and sticky port security. 
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1. INTRODUCTION 

The current technological advancements are rapidly progressing, especially in 

network security, which is crucial for Internet technology [1]. The need for computer 

networks is becoming increasingly important in education, work, and entertainment. 

Network security is one of the most critical aspects of managing a computer network [2]. 

With many network access points, there are also numerous opportunities for network 

criminals to engage in activities such as online data theft, disabling network resources 

for hacking purposes, and so on [3]. 

Network security has become a significant topic with the development of information 

technology [4]. It brings not only benefits but also negative aspects [5]. Nowadays, we 

can witness attacks on computer systems connected to the Internet. As a result of these 

attacks, many computer systems and networks are disrupted or even damaged [6]. A 

security system is needed to avoid and handle activities that disrupt the network system 

to prevent such incidents [7]. Various techniques can be employed to reduce cybercrime, 

and one commonly used method to secure a LAN is switch port security [8]. Switch port 

security is a technique that allows anyone with network access to connect to the network 

through available ports on the switch [9]. This research aims to obtain the results of 

network security system analysis using switch port security implemented with the Cisco 

Packet Tracer 7.3.0 application. 

2. THEORY 

In recent years, the gradual development of information network technology has 

rapidly progressed in the era of globalization to meet the increasing demand for efficient, 

stable, and fast access to information and reliable information security [10].  
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There has been continuous development to enhance computing power and data 

processing, especially in terms of technology, from personal computers (PCs) to 

computers. A computer network is a connection between two or more computers that are 

linked through data transmission media, either wired or wireless [11]. 

Network security is a system that prevents unwanted activities by identifying users 

who do not have network access rights [12]. Connecting your computer to other 

computers through wired or wireless networks allows others to access data, modify 

content, and even delete data online [13]. Vulnerabilities exist everywhere, from devices 

and data pathways to applications and users. Organizations, from small businesses to 

large corporations and service providers, require network security to protect critical 

assets and infrastructure from rapidly evolving attacks [14]. 

The task of network security elements is to detect and classify traffic [15]. Switch Port 

Security is a method that can be implemented on a switch to allow access only to clients 

whose MAC addresses are stored in the switch's MAC address table, thereby preventing 

unauthorized hosts from easily connecting to the network through any port on the switch 

[16]. Switch Port Security can also be referred to as a method that allows specific users to 

access the network through switch ports to protect the local network [17]. 

The switch should correctly identify each device; through port security, each device's 

MAC address will be checked [18]. Switch security settings are divided into three types: 

Static, where MAC addresses allowed on the port are manually entered, and this 

information is still stored correctly even when the switch is powered off [19]. Another 

setting is Dynamic, where the switch automatically detects the first connected MAC 

address, but the drawback is that the MAC address is lost when the switch is turned off. 

And Sticky, where the switch automatically saves the first and subsequent connected 

MAC addresses and retains them even when the switch is powered off [20]. 

Identifying data characteristics promptly and isolating threats in real time is a major 

challenge for network security technology [20]. The penalty for devices or devices 

without registered MAC addresses in the switch is a penalty for violation, commonly 

known as a violation, which can be set in 3 modes: Protect, where the port is configured 

to suspend outgoing packets from the device or device, preventing them from reaching 

the network. If the port is configured, the device's packages are not stopped, only stored 

and not allowed on the network. Similar to Power Off, when you apply settings to a port, 

the port immediately shuts down, and the device or device cannot connect automatically 

[10]. 

 

3. METHOD 

The method used in this research is port security, which aims to register and restrict 

which end devices, such as client computers or PCs, can connect to a specific port on a 

switch. Essentially, port security limits a designated port to only allow the registered 

MAC address of a specific end device, preventing any other unauthorized devices from 

connecting. The research process follows a systematic approach that relates to the studied 

factors using a problem-solving approach. The experimentation will be conducted using 

the Cisco Packet Tracer 7.3.0 (CPT) simulation. 

 

A. System Architecture 

1) Default / static port security 

Port security is enabled by configuring the MAC address on the switch port. 

Once port security is activated, the port will not forward packets if the source 
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address is not the pre-defined address we specified. It allows us to manually 

determine the specific MAC address that is allowed to connect to that port. 

2) Port security dynamic learning 

Figure 1 is Switch Port Security, explaining that there are two users whose 

targets are the same switch port, one user who is allowed and one who is not. 

For those given permission, the user can immediately access it, while those not 

allowed will be denied access. 

 

 

Fig.1. Switch Port Security 

 

3) Sticky port security 

Figure 2 is Sticky Port Security; the switch's capability to recognize each 

connected device's MAC address will block any MAC address that exceeds the 

registered number. The switch reads the MAC address of each connected device. 

Using Sticky Port Security, the switch can register the number of devices 

connected to that switch. For example, if only 2 MAC addresses are registered, 

when a third device tries to connect, the Sticky Port Security feature will 

automatically prevent (block) that MAC address. As a result, only the first two 

devices that have been registered will be allowed to connect, and the number of 

connected devices will remain limited to 2. 

 

Fig.2. Sticky Port Security 

 

 

B. Testing Stages 

Figure 3 shows the stages carried out with the following phases: 

1. Start 

2. The configuration steps which include applying configuration to the switch. 
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3. If the switch configuration is completed, the next step is to access the PC. If 

unsuccessful, return to the switch configuration step, and if successful, proceed 

to the next step. 

4. If the previous process is successful, the next step is to perform data retrieval. 

5. Finished. 

 

 

 

Fig.3. Testing Stage 

 

Furthermore, the Testing Environment for Evaluating the Success of this System 

with Hardware and Software Specifications is shown in Table 1. 

 

Table 1. System Requirement 

Hardware 

ASUS Notebook 

Intel(R) Core(TM)i3-5005U CPU @ 2.00GHz (4CPUs), ~2.0GHz 

4096MB GB 

Windows 10 Pro 64-bit (10.0, Build 19045) 

Version DirectX 12 

Software Cisco Packet Tracer 7.3.0 (64-bit) 
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4. RESULT AND DISCUSSION 

 

The topology in Figure 4 used for implementing Port Security is shown. We are using 

a Type 2960-24TT switch and connecting all PCs using straight cables to the switch. PC0 

is connected to port fa0/1, PC1 is connected to port fa0/2, and PC2 is connected to port 

fa0/3 on the switch. 

 

Fig.4. Cisco Switch Port Security Topology 

 

Figure 5 shows the process of assigning an IP address to PC0 by adding the IP address 

192.168.1.1 using a straight cable to connect to the switch. Similarly, in PC1 and PC2, each 

PC is assigned different IP addresses to connect to the switch, as seen in Figures 6 and 7. 

 

 

 

 

 

 

 

Fig.5. PC0, PC1, and PC2 IP Address 

 

After assigning IP addresses to the PCs, the next step is configuring the ports on the 

switch to apply different security settings according to the created topology. Configure 

fa0/1 with Static mode and restrict security mode using the MAC address of PC0, which 

is 00E0.F742.0391, as shown in Figure 8. When this port is configured with these settings, 
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the device packets will not be stopped but will be logged, and they will not be allowed to 

enter the network. 

 

 

Fig.6. Configuration of Restrict violation mode on fa0/1 

 

     

 

Fig.7. Result of configuring Restrict violation mode on fa0/1 

 

Port fa0/2 is set to Sticky mode with Protect security, as seen in Figure 8. If this port is 

configured, packets from the device will be blocked and unable to connect.  

 

Fig.8. Result of configuration with Protect violation mode on fa0/2 

 

Fa0/3 is configured with Sticky mode and Shutdown security, as shown in Figure 9. 

With this configuration, the port will be immediately shut down, and the device or 

equipment cannot connect automatically. 

 

 

 

 

Fig.9. Configuration of Shutdown violation mode on fa0/3 
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Fig.10. Result of configuration with Shutdown violation mode on fa0/3 

 

Moreover, to check each port, we can look at the overall configuration of each Switch 

port. When port security policy is violated, what action will be taken? Figure 11 shows 

whether the port will be disabled or given a warning. 

 

 

 

 

 

 

 

Fig.11. shows the view of port security. 

 

The VLAN (Virtual Local Area Network) ID is associated with MAC addresses. 

VLAN is used to separate network traffic within a single physical switch logically. MAC 

address refers to the list of MAC addresses learned by the switch. This includes the MAC 

addresses of devices connected to the switch through specific ports. The port type 

associated with the MAC address can be an access or trunk port. This helps track network 

traffic flow, identify MAC addresses connected to specific ports, and ensure that invalid 

or unwanted MAC addresses do not enter the network. In Figure 15, we can see the 

registered MAC addresses. 

 

 

Fig.12. Displays the view of MAC addresses. 
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This test pings all PCs where the expected result is "Reply" or "Connected." 

The test is conducted three times. In Figure 16, the first test is from PC0 to PC1, 

where when we ping, the expected result is a reply or connection. The same 

request is also tested with other IP addresses, such as from PC1 to PC2, where the 

expected result is also a reply. 

Fig.13. Ping on PC0 

When PC0/PC1/PC2 switch ports are changed, those PCs will not be 

connected to other PCs. Similarly, if other PCs are connected to the switch, they 

will also not be connected. This is because the ports will detect unknown MAC 

addresses, or the maximum number of MAC addresses is limited. The test is 

conducted three times. In Figure 14, the first test is from PC0 to PC1, where when 

we ping, the result is "request timed out." The same request is also tested with 

other IP addresses, such as from PC2 to PC3, where the result is also "request 

timed out." 

Fig.14. Ping on PC0 

5. CONCLUSION 
Based on the experimental implementation using Cisco Packet Tracer 

simulation, it can be concluded that a Default/static port security is used for blocking 

one specific port. Regarding security capabilities, it is considered minimal because 

static port security can only register one MAC address. Port security dynamic 

learning can learn MAC addresses up to 132 MAC addresses. However, it has a 

drawback on the network administrator's side, as it can be challenging to register the 

MAC addresses allowed to use the network. Sticky port security is highly efficient 

because it can learn and register MAC addresses dynamically. 
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