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Abstract:

One of the essential components in LoRaWAN is managing the server with all existing
components, including Device Management, Data forwarding, Network security, and
real-time network monitoring. It is necessary to manage the uplink and downlink of the
LoRaWAN server and maintain the quality of data transmission from the LoRa end node
to the LoRaWAN server. Depending on the service provider, the LoRaWAN Server
provides space for payload, uplink, and downlink data. How many times in a day, week,
month, or even year? This discussion depends on the LoRaWAN server provider. Some
are open sources, and some provide free uplink and downlink services. Settings on the
LoRaWAN Server will determine how much data will enter the server or the network
size. Security is also an essential parameter, e.g., encryption or authentication, supported
by the feature requirements used on the server, which will determine the type of
communication that LoRa will apply, for example, multi-communication or analysis data.
Centralized management, Security, scalability, and cost-effectiveness are essential
parameters if LoRaWAN is managed well.
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1. INTRODUCTION

The development of the IoT world continues to overgrow. More than 15.14
Billion IoT devices will be connected worldwide by 2023. Meanwhile, 730
Million LoRaWAN devices are connected worldwide. So this is an excellent
market for continuing to develop Low Power Consumption devices, high
scalability [33] and building effective and inexpensive tools or devices in the
infrastructure. Then what is the role of Security in an extensive IoT network [34]?
The excellent connectivity of IoT devices will cause many factors to hinder and
yield losses, for example, Criminal Action or Hacking which hacks IoT data with
low Security, making it easy to hack. From the data provided at The Things
Network seminar by Cesar Cerrudo, the results of Criminal Action through
hacking can reach $ 445-608 billion or 0.59% - to 0.8% of GDP. Therefore, a
security system is needed for LoRaWAN [35], e.g., on NwkSKey and AppKey,
such as the AES for LoRaWAN mechanism [20], a method or mechanism for
making a more accurate system is used with a Machine Learning approach [1].
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LoRaWAN or LoRa End-Nodes Quality of Service (QoS) conditions are
determined by propagation [2,3,4,32] to the LoRa Gateway, and this defines a
quality point to what extent this location is determined by SF [37], BW LoRa end-
nodes, quality parameters, bit- rates, packet loss has been resolved in previous
research [8,13,16,17,18,25,30]. LoRaW AN servers are essential components in the
LoRaWAN architecture, including end nodes, LoRaWAN gateways [21,22],
network servers, and application servers. In the LoRaWAN management
system, there are three classes, i.e., Class A, B, and C; Class A talks about the
function of the LoRa End Node, which communicates with the server directly.
In class A, there is a significant latency because the percentage of the uplink
process is not balanced with the downlink. In the uplink process, the end device
directly transmits the data or payload to the LoRaWAN server. Still, it does not
immediately return data or downlink to end devices from LoRaWAN Server.
Class B on the LoRaWAN network [23] talks about the transmitting data process
between the beacons, which is indicated by the difference in transmit data time
(ms). While class C LoRaWAN is communication on the LoRaWAN Server,
which shows sensor data in real-time and continuously, so it requires the most
significant power consumption of the other two classes.

In this article, we discuss in detail the LoRaWAN server and in detail discuss
device management, data forwarding, security [9,10,11,12,14,15], network
monitoring, and details on the Advanced Encryption Standard (AES) of the
LoRaWAN server. Device management is the process of The server keeping
track of all devices on the network, including their unique identifiers, current
state, and data usage. Data forwarding process the server forwards data between
devices and applications. Security is when the server securely transmits data
between devices and applications. And network monitoring is the condition of
the server monitoring the network whether there are problems such as
interference [39] or outages.

Several different LoRaWAN servers are available, both commercial and open
source. The choice of the server will depend on the network's specific
requirements. Some applications that can be used as LoRaWAN servers include
TTn or The Things Network. TTn is a global application that is open and non-
profit. In several studies conducted, TTn has been able to provide high
performance, especially in terms of real-time data processing. The device or
devices used are RF95 or RF96, with a module frequency of 920 MHz [40] or 915
MHz LoRa [36]. Besides The Things Network (TTn), is ChirpStack, and activity.
Several LoRaWAN application servers that provide analysis, such as
ambidata.io, tago.io, and The thingspeak [41], are more familiar to students or
the developer community. The Things Network: The Things Network is a global,
open, and non-profit LoRaWAN network. It offers various services, including a
LoRaWAN server, a gateway, and a data storage solution. ChirpStack:
ChirpStack is an open-source LoRaWAN server that is available for free. It is a
popular choice for small and medium-sized networks. Actility: Actility is a
commercial LoORaWAN server provider. It offers a variety of features, including
support for multiple networks, Security, and data analytics. When choosing a
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LoRaWAN server [43], it is essential to consider the following factors, [1]: The
network size will determine the amount of data that needs to be processed by
the server. [2] The security requirements: The network may have specific
security requirements, such as encryption or authentication. [3] The features
required: The network may require specific features, such as support for
multiple networks or data analytics. The cost of a LoRaWAN server will vary
depending on the features and the network size. Commercial servers are
typically more expensive than open-source servers.

End Nodes Gateway Network Server Application Server

”

I
Cloud loT
Services
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_ Ethernet/
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Figure 1. LoRaWAN Network Architecture (source: www.cardinalpeak.com)

2. THEORY

21 LoRaWAN Network Architecture

Furthermore, the essential thing is to understand the LoRaWAN Network
Architecture. Figure 1 shows the LoRaWAN Network Architecture, with four
main parameters: End Nodes, Gateway, Network Server, and Application Server.
At End Nodes, there are sensors used for monitoring moving and static objects,
for example, Pet monitoring, Garbage monitoring, speed car monitoring, smart
home, etc., on the Gateway side, tasked with receiving data from end-nodes
which will be forwarded to the Network Server. While the Application Server is
an Application Programming Interface (API) configuration whose job is to
display real-time data from sensors or End Nodes. Here are some of the benefits
of using a LoORaWAN server [5]; among others are [1] Centralized management:
A LoRaWAN server provides centralized network management, making it easier
to configure and maintain. [2] Security: A LoRaWAN server can help to secure
the network by encrypting data and authenticating devices [41]. [3] Scalability: A
LoRaWAN server can be scaled to meet the needs of a growing network. And [4]
Cost-effectiveness: A LoRaWAN server can be a cost-effective solution for small
and medium-sized networks.

Moreover, Settings on the LoRaWAN Server [6] will determine how much
data will enter the server or the size of the network, and Security is also an
essential parameter, namely encryption or authentication, supported by the
feature requirements used on the server, which will determine the type of
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communication that LoRa will apply, for example, multi-communication or
analysis data. Centralized management, Security, scalability, and cost-
effectiveness are essential parameters if LoORaWAN is managed well [5,6,7].

Table 1. Difference Feature between Network Server and Application Server LoRaWAN

Feature

Network Server Application Server

Purpose

Tasks

Location

Processes data from devices and provides

Manages the network infrastructure

applications with access to that data

Authenticates devices, manage channels,

Processes data from devices, stores data,

forwards data between devices and

provides APIs for applications to access data,

gateways and performs network-level

and performs application-level Security.

Security.

Typically hosted in the cloud Typically hosted in the cloud or on-premises

Figure 2 shows an example of a Gateway that can connect to The Things Network
Application Server. This is another reference, besides the one we used in building
the LG01-P-based LoRaWAN using 915 MHz Dragino LoRa end nodes [8].

Figure 2. The Things Gateway (source: The Things Network)

2.2 Advanced Encryption Standard (AES) Algorithm

AES LoRaWAN Server is a type of LoORaWAN server that uses the Advanced
Encryption Standard (AES) algorithm to encrypt data before it is transmitted over
the LoRaWAN network [19]. AES is a robust encryption algorithm that is
considered to be very secure [42]. The AES algorithm is a symmetric encryption
algorithm, meaning the same key is used to encrypt and decrypt data. This makes
it very efficient for LoORaWAN devices with limited processing power and
memory. The AES LoRaWAN Server uses the following steps to encrypt data:
The server generates a unique encryption key for each device. The server
encrypts the data using the encryption key. The encrypted data is then
transmitted over the LoRaWAN network. When the encrypted data reaches the
receiver, the following steps are taken to decrypt it: The receiver uses the
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encryption key to decrypt the data, and The decrypted data is then available to
the application. The AES LoRaWAN Server provides many benefits, and The
AES algorithm is a strong encryption algorithm that is considered very secure.
This helps to protect data from unauthorized access. The AES algorithm ensures
that the data is not tampered with during transmission. The AES algorithm is a
very efficient encryption algorithm that does not significantly impact the
performance of the LoRaWAN network.

The AES LoRaWAN Server is a good choice for applications requiring high
data security and integrity levels. Here are some additional details about the AES
LoRaWAN Server: The encryption key is a unique key used to encrypt and
decrypt data. The encryption key is generated by the server and is stored on the
server. The encryption key is never sent over the LoRaWAN network. The server
encrypts data using the encryption key. The encryption process is performed in
the background and requires no user intervention. The receiver uses the
encryption key to decrypt data. The decryption process is also served in the
environment and requires no user intervention. LoORaWAN security is based on
three pillars: All data sent over LoRaWAN is encrypted using a symmetric
encryption algorithm, such as AES. This ensures that only authorized parties can
read the data. Each LoRaWAN device has a unique identifier to authenticate it to
the network. This prevents unauthorized devices from connecting to the
network. The LoRaWAN network is secured using various techniques like
network segmentation and intrusion detection. This helps to protect the network
from attacks. Data encryption, All data sent over LoRaWAN is encrypted using
a symmetric encryption algorithm, such as AES. This ensures that only
authorized parties can read the data.

The encryption key is shared between the LoORaWAN device and the network
gateway. The key is generated randomly and is never sent over the air. This helps
to prevent unauthorized parties from obtaining the key. Device authentication,
Each LoRaWAN device has a unique identifier used to authenticate it to the
network. This prevents unauthorized devices from connecting to the network.
The device identifier is generated by the manufacturer and is burned into the
device's firmware. The network gateway uses the device identifier to
authenticate the device when it connects to the network. Network security, The
LoRaWAN network is secured using various techniques, such as network
segmentation and intrusion detection. This helps to protect the network from
attacks. Network segmentation is a technique that divides the network into
smaller segments. This makes it more difficult for an attacker to compromise the
entire network. Intrusion detection is a technique that monitors the network for
suspicious activity. This helps to detect and prevent attacks. Moreover, there are
several parameters, namely Uplink and Downlink counters (16 bit), messages
ACKs (optional), Integrity Control (NwKSKey), Symmetric end-to-end cipher
(AppSKey), and Activation: ABP or OTAA.

AES 128-bit LoRa is a security protocol used in LoRaWAN networks [29] to
encrypt and authenticate data transmissions. It uses the Advanced Encryption
Standard (AES) algorithm [26], which is a symmetric key encryption algorithm
[27] that is considered to be very secure. AES 128-bit LoRa uses a 128-bit key
[24,28], a very long and complex key that makes it difficult to crack.
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The AES 128-bit LoRa security protocol is implemented in LoRaWAN devices
in two ways:

e Data encryption: AES 128-bit LoRa encrypts all data transmitted over a
LoRaWAN network. This includes data such as sensor readings, device
commands, and network control messages.

¢ Data authentication: AES 128-bit LoRa authenticates all data transmitted
over a LoRaWAN network. This ensures that the data has not been
tampered with or altered in transit.

Moreover, the benefits of using AES 128-bit LoRa: High Security: AES 128-bit
LoRa is a very secure protocol that uses a very long and complex key, which
makes it very difficult to crack. Low overhead: AES 128-bit LoRa has a very low
overhead, meaning it does not consume much power or bandwidth. This is
important for LoORaWAN devices, which are often battery-powered and have
limited bandwidth. Easy to implement: AES 128-bit LoRa is easy to implement in
LoRaWAN devices. This is because it is a standard protocol supported by many
LoRaWAN development kits and platforms. Overall, AES 128-bit LoRa is a
secure and efficient security protocol well-suited for use in LoRaWAN networks
[31].

2.3 ABP and OTAA LoRaWAN

ABP and OTAA are two different methods for activating a LoRaWAN device
on a network. ABP stands for Activation by Personalization. With ABP, the
device's DevAddr, NwkSKey, and AppSKey are pre-configured on both the
device and the network. This makes it easy to get started with ABP but also less
secure, as the same keys are always used.

OTAA stands for Over-the-Air Activation. With OTAA, the device generates
a random DevAddr and uses a join request to obtain NwkSKey and AppSKey
from the network. This makes OTAA more secure but requires an extra step
during activation. In general, OTAA is recommended for most applications. It is
more secure and provides better flexibility, as devices can be moved to different
networks without reprogramming. However, ABP may be a better choice for
applications where Security is not a significant concern or where the extra step of
activation is not desired.

Table 2. Difference Feature between ABP and OTAA

Feature ABP OTAA
Security Less secure More secure
Flexibility Less flexible More flexible

Setup Easier to set up More difficult to set up
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3. METHOD

3.1 Architecture and Flowchart of LoORaWAN Security

In this chapter, we learned that Security on the LoRaWAN server has two core
parameters: NwkSKey and AppSKey [38]. In LoRaWAN Server v.1.0.3, the
architecture of the security system is shown in Figure 3. KEY from End Devices
to Network Server has a key, and API access has a key to share a data graph in
the application server. In LoRaWAN v.1.1 in Figure 4, developed with a join
server system, namely AppKey and NwkKey deserver in NS and accessible at
Gateways to End Devices. These two architectural drawings have the
disadvantage that the key is shared everywhere, so the Security is very weak. The
AES algorithm is also very secure. This algorithm has undergone extensive
cryptanalysis, and no vulnerabilities were found. The AES algorithm can be

written in the following Flowchart in Figure 5.

End devices Gateways Network Applications
server
Application
Application
Application
«——ntegrity (NwkSKey)—————»
< Confidentiallity {AppSKey) >

Figure 3. Session Keys and Function in LoRaWAN v.1.0.3 (source: The Things

Network)
End devices  Gateways i Join server
AppKey
@ NwkKey
AppKey €
NwkKey
Application
AppKey pp
NwkKey

«—Integrity (FNwkSKey, SNwkSKey)—>»
<€——Confidentiallity (NWKSEncKey)——>»
«< Confidenttallity (AppSKey)

v

Figure 4. Session Keys and Function in LoRaWAN v.1.1 (source: The Things
Network)
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The three parameters of Security are Authentication, Encryption, and Integrity
protection. [1] Each LoRaWAN device is authenticated with a unique identifier
and key. This prevents unauthorized devices from connecting to the network. [2]
Encryption is All data that is transmitted over the LoRaWAN network is
encrypted. This prevents unauthorized parties from reading or modifying the
data. And Integrity protection, The integrity of all data sent over the LoRaWAN
network is protected. This prevents unauthorized parties from tampering with
the data. The following is an example of the coding used on the LoRaWAN
Server: AES (Advanced Encryption Standard). The security process in LoRaWAN
depends on several parameters, including Device Manufacturer, Device Labels,
Device firmware, memory, Device/Infrastructure deployment technicians,
Hardcoded Open source code, Mobile Apps for configuration or deployment,

Excel sheets, files, Network Servers, Join servers (Service Providers), and Support

=)

v

The LoRaWWAN device generates a random 128-
bit key

v

The LoRaWAMN device encrypts its data using the
AES algorithm, with the random key as the input

v

The encrypted data is sent to the LoRaWWAN
gateway

v

The LoRaWAMN gateway decrypts the data using
the same random kKey

v

(=)

Figure 5. Flowchart of AES Algorithm LoRaWAN
3.2 OTAA Procedures

The process of transmitting data from LoRa End devices using OTA

forumes.

Activation or Over Air Activation can be seen in Figure 6, where LoRa end
devices have an Appkey; the first step is to join Request APP EUI [Dev EUI[Dev
Nonce]] to Network Server, which is also equipped with an AppKey on the
Network Server, from the Network Server, End Device Authentication Session
key generation (Nwk_Skey, App_SKey), SKey is Session Key. After that, the third
process is Join Accept E (App Key, [App Nonce [Net ID | Dev Addr | DL Setting
| Rx Delay ICF Listl]); after LoRa End Devices is connected to the Network
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Server, there will be a fourth process, Transfer App_Skey to Application Server,
at this stage Session key generation (Nwk_Skey, App_SKey) is the final stage.

o
Ry
- —
LoRa End Device Network Server Application Server

\ppRey I? AppKey w

1 Join Request
B [App EUI [Dev EUI [Dev Nonce]

End Device Authentication Sessian key generation

Join Accept
E (App Key, [App Nonce [NetID | Dev Addr |

i
i
i
DL Setiing | Rx Delay |CF List] ) E Transfer App_SKey

A e——— -y

5.

Session key generation
(ST APDISKeY)
1

Figure 6. OTA Activation procedures

LoRa End Device Network Server Application Server

Appkey m&w AppKey :‘ﬁ
1 Re-Join Request (Typa 0,1 or 2)
B [NetD [Dev EUIL| R countD |
2.
Re-Join Request Frocessing

Join Accept
E (App Key, [App Nonce [Net ID | Dev Addr |

1
[l
o L (]
DL Setting | Rx Delay [CF List] ) { Transfer Updated Session Key

4, —_—

5

Session key generation
OEEIC App SKey)
1

Figure 7. LoRa Re-join Procedures

In the LoRa Re-join process in Figure 6, in the LoRa communication system, there
is a join the network process; after that, it is possible that transmitting data is
interrupted due to a bad network or the data transmission is deliberately put to
sleep by the LoRa End-nodes so that data transmission ends temporarily. In that
process, there is a re-join mechanism. Re-Join Request Process {Type 0, 1 or 2}
[Net ID EUII RJ count0] as Step 1, followed by re-joining the Network Server as
Step 2, followed by Step 3, Join Accept E (App Key, [App Nonce [Net ID | Dev
Addr | DL Setting | Rx Delay |CF List | ), step 4, is Transfer Updated Session
Key, step 5—session key generation {Nwk_SKey, App_SKey}.
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3.4 AES deeper

AES uses various rounds, and their size depends on the length of the encryption
key. For example, AES uses ten rounds for a 128-digit key and 14 rounds for a
256-bit key. Each time, the number of rounds used may vary, calibrated by the
original AES key. Moreover, AES Encryption Key Structure can be explicitly seen

in Figure 8.

Table 3. Number of rounds and their size on the encryption key length

R Key Size
10 128
12 192
14 256
128-hit plaintext
v Round keys
(128 bits) S
Pre-round Key ﬁgsezg?@r
Transformation expantion 256 bits)
T | KO
Round 1
| K1
Round 2
| K2
Round N
| Kr

v

128-bit Cipher text

AES Encryption Key Structure

Figure 8. AES Encryption Key Structure
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Plain Text

Round 1 SubBytes

ShiftRows

MixColumns

Round Key Ki

Add Round Key

A

Last Round SubBytes

SubBytes

Round Key

Add Round Key |«

Cipher Key

X

Cipher Text

Figure 9. Encryption Process

4. RESULT AND DISCUSSION

This session will discuss how the data encryption process using LoRaWAN
AES 128 bit can encrypt sensor data such as DHT11 Sensor. After the LoRa
data encryption process, such as DHT11 on the server, The steps are receiving

encrypted data, decrypting, validating, and interpreting data.

from Crypto.Cipher import AES

from Crypto.Util.Padding import pad, unpad
# Encryption key (16 bytes for AES-128)
key = b'0123456789%abcdef"’

# Sensor data

temperature = 25

humidity = 60

# Convert sensor data to byte array

data = bytearray([temperature, humidity])
# Encrypt the data using AES-128

cipher = AES.new(key, AES.MODE ECB)

encrypted data = cipher.encrypt (pad(data, AES.block size))
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# Transmit the encrypted data over LoRa
# Receiving end
# Receive the LoRa packet

———————————————— Encryption data Code 1 --—--—-—----

Table 4. Step-by-step LoORaWAN Data Encryption Process with DHT11 Sensor

. Example Output
Description Example Input (Hexadecimal)
Read sensor data (Temperature Temperature: 25°C, Humidity: Temperature: 25°C (float),
and Humidity) 60% Humidity: 60% (float)

Encrypt the data using AES
encryption algorithm with a
shared encryption key.

Encrypted Temperature: 6B

Temperature: 25°C (float) 1039 A2 2D 7E 30 E1

Encrypted Humidity: 5F 85

Humidity: 60% (float) 2A 9F E2 60 5E C1

Package the encrypted data
into a data packet for
transmission

Data Packet: [6B 10 39 A2 2D

Encrypted Temperature 7E 30 E1...]

Encrypted Humidity

Transmit the data packet over
the LoRa network

Data Packet -

Receive the data packet on the
receiving end.

Data Packet: [6B 10 39 A2 2D
7E30E1...]

Decrypt the received data
using AES decryption with the
shared encryption key.

Decrypted Temperature: 25°C

Encrypted Temperature (float)

Decrypted Humidity: 60%

Encrypted Humidity (float)

Table 5. LoRaWAN Data Encryption Process with DHT11 Sensor

Humidity (%) Temperature (°C) Timestamp (UNIX) Encrypted Value

50
60
70
80
90

25
26
27
28
29

1656339309 0x7£647e7d2c56848f0xe9366954
1656339310 0x4£688285305890901€926¢55
1656339311 0x1£6c868d345a9c91328e6£56
1656339312 0xef708a95385c9892468a7257
1656339313 0xbf748e9d3c5€94935a8¢7558

Encryption data Code 1 is an example of using data encryption on the DHT11
sensor on LoRaWAN using 128-bit AES. The next table, 4, is step-by-step data
encryption for DHT11 sensors, namely Temperature, and Temperature, starting
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from the sensor reading process, encryption data, transmission data, receiving

data, and decrypting data.

5. CONCLUSION

The security system in LoRaWAN is divided into two parts. The first part is
integrity (FNwkSKey, SNwkSKey). This first part is a communication from End
devices to the gateway. The next part is Confidentiality (AppSKey). This part is
the whole communication from End-devices to the LoRaWAN Application
Server. The data encryption process on LoRaWAN is known as 128-bit AES.
LoRaWAN devices generate a unique 128-bit AES key (AppKey) and a globally
unique identifier (EUI-64-based DevEUI) used during device authentication. The
LoRaWAN network also generates a unique 128-bit AES key (called NwkSKey)
for integrity protection and encryption of LoRaWAN MAC commands and
application payloads. LoRaWAN devices and networks use the AppKey and
NwkSKey to encrypt and decrypt data transmitted over the LoRaWAN network.

6. SUGGESTION

This paper only provides an outline of LoRaWAN Security using a data
encryption process called AES-128 bit; it is necessary to provide a continuation in
the practice of transmitting data using LoRa data encryption using AES-128 bit in
a broadcast on the LoRaWAN server and needs to be analyzed in detail.
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