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Abstract: This research aims to design and simulate a network security system using port 
knocking and an intrusion prevention system (IPS) on a Linux-based server and analyze 
its security using port scanning, brute force, and DoS attacks. IPS uses inline snort mode 
with DAQ NFQ. The test results show that port knocking successfully opens and closes 
the port according to the knock sequence so that only those who know the knock 
sequence can access the port. The port scanning, SSH, and FTP Brute Force test results 
were successfully detected by IPS so that the attacker could not obtain any information. 
DoS testing with LOIC increased server CPU and memory usage, but after IPS rules were 
applied, usage stabilized. DoS testing with slowhttptest makes the webserver inaccessible 
to users, but after the IPS rule is applied, web access runs normally. In conclusion, IPS 
was successful in preventing all attacks because the attack packets complied with IPS 
rules so they were detected as threats and dropped by IPS. Test results of the Telegram 
monitoring system show that the system succeeded in sending real-time attack 
notifications with an average time difference of 2.9 seconds, and the report, start, and 
stop features worked as expected. 

 

Keywords: Network Security; Port Knocking; Intrusion Prevention System; Snort; Linux-

based server 

 

1. Introduction 
These current technological developments have developed very rapidly. Technology, 

especially the internet, has made it easier for people to get unlimited information. 
Technology makes things easier for society in various fields, be it economic, educational, 
social, and so on[1].  

Along with the development of technology, especially computer networks, there is 
one thing that needs to be considered, namely network security. Network security is a 
concept that aims to prevent unauthorized users from entering a computer network 
system. Network security functions to anticipate risks that can occur on a computer 
network that can disrupt activities that are occurring on the computer network system[2]. 
There are three main aspects of network security, namely confidentiality, integrity, and 
availability. Confidentiality is related to access rights in viewing data or information, 
integrity relates to access rights in changing data or information, and availability is related 
to data availability[3].  

If vulnerabilities in computer networks are not paid attention to, they have the 
potential to cause losses such as data loss and server damage. The server is a vital 
component in the network because this component provides services needed by clients 
and is tasked with processing data on the network. 

Several potential attacks can threaten servers, including Distributed Denial of Service 
(DDoS), attacks from hackers, viruses, and trojans[4]. Apart from that, port scanning 
attacks also often occur, where unauthorized parties try to obtain information about ports 
on the network [5]. Based on data from the National Cyber and Crypto Agency (BSSN), 
714,170,967 cyber-attacks occurred in Indonesia throughout 2022. Of the types of cyber-
attacks that occurred, there were attacks of brute force, DoS (Denial of Service), and DDoS 
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[6]. This certainly raises concerns so a method is needed that can protect the server. One 
of the network security methods used is port knocking and IDS/IPS. 

Port knocking is an authentication system to protect a communication port. This 
method can add a layer of security to the server because only the user knows the 
combination sequence of requests that can access ports on the server [7]. Apart from that, 
there is an IDS (Intrusion Detection System) that can detect attacks and threats that occur 
on a computer network. IDS will provide a warning to the administrator when there is 
unusual activity on the computer network[8]. IPS (Intrusion Prevention System) is a 
development of IDS where the IPS system, apart from being able to detect attacks, can 
also prevent attacks from occurring. One of the open-source IDS/IPS tools is Snort [9]. 

This research will design a network security system using the method of port 
knocking and IPS and telegram as media for notification of attacks. Port knocking is used 
as an authentication mechanism to open blocked SSH and FTP ports while IPS is used to 
monitor network traffic and detect and take action to prevent attacks. 

Table 1 shows some of the literature on the study. The difference between this 
research and previous research lies in the method of handling attacks. In previous 
research, the Intrusion Detection System method was used so that attacks could only be 
detected and there was no prevention of attacks, whereas, in this research, the IPS 
(Intrusion Prevention System) method was used so that the system could prevent attacks 
when an attack was detected. IPS prevents attacks by dropping attack packets 
automatically so that administrators do not need to block IPs manually via the terminal. 

Table 1. Literature of Study 

No Previous Study Research Focus Weakness 

1 

Implementation of Network Security with 

Iptables as a Firewall Using the Port Knocking 

Method 

Used port knocking to secure the SSH port and carry out 

stealth scanning testing with Zenmap 
The focus is only on 

securing the SSH port 

2 

Implementation of port knocking method on 

virtual ubuntu server security system based on 

web monitoring 

Implemented port knocking on Virtual Private Server 

(VPS) and created web monitoring to monitor knock 

activity on the server 

3 

Analisis kinerja Intrusion Detection System 

dalam mendeteksi serangan siber pada Apache 

Web Server [12] 

Focuses on analyzing the performance of Snort IDS in 

detecting SSH brute force, SYN Flood, DoS ICMP, DoS 

UDP, and DoS TCP on web servers. 

The research focus is 

only on attack detection  

4 
Network Security Monitoring Model Through 

Telegram App With Snort [13] 

Proposed a network monitoring system with snorts and 

attack notifications sent to Telegram  

5 
Design and Implementation of NIDS Notification 

System Using WhatsApp and Telegram [14] 

Focuses on creating a notification system by using and 

utilizing WhatsApp and Telegram as notification media 

and using snort as an IDS in detecting ping of death, 

SYN Flood, and SSH brute force 

6 

Implementation of Intrusion Detection Systems 

(IDS) and Intrusion Prevention Systems (IPS) 

methods based on Snort Server for LAN network 

security [15]. 

Proposed IDS method with Snort and IPS with iptables. 

The IPS method used is 

to block IPs, but IP 

blocking is done 

manually 
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2. Theory 
2.1 Port Knocking 

Port knocking is a security method used to open access to certain ports that are closed 
by a firewall by sending certain packets or connections so that network devices can access 
certain ports even though they have been restricted by the firewall [16]. The way of work 
port knocking is to close all ports and only certain clients can access that port. Port 
knocking possible server to rewrite rules firewall so that the client gets permission to 
access the port. After it finishes, the server can re-close the port by deleting the rules 
firewall previously [17]. 

 

2.2 Intrusion Detection System and Intrusion Prevention System 

An intrusion detection system (IDS) is a system in the form of software or hardware 
that is used to monitor traffic on a computer network. IDS can provide warnings to 
administrators when there is unusual or suspicious activity on a network. IDS works by 
monitoring activity and checking for gaps in the system, file integrity, and conducting 
pattern analysis based on attacks [18]. 

Intrusion prevention system (IPS) is a development of Intrusion detection system. 
The difference is that IPS, apart from being able to monitor the network and detect threats, 
like IDS, can also take action to deal with suspicious threats in the network [5]. An 
intrusion prevention system consists of two types including [19]: Host-Based Intrusion 
Prevention System (HIPS) is a type of IPS configured directly on the protected system to 
monitor its internal system activity. HIPS is tied to the operating system kernel and 
operating system services so that HIPS can monitor and intercept suspected systems to 
prevent host intrusion. Network-based Intrusion Prevention System (NIPS) is a type of 
IPS that carries out monitoring and protection in one network and is not limited to just 
one host. NIPS is a system that combines IPS features with a firewall and is often referred 
to as inline IDS. 

 
2.3 Snort 

Snort is one of the rule-based IDS software (rule-driven) that can monitor network 
traffic passively and provide warnings when a threat is detected [20]. Snort developed by 
Martin Roesch, was initially launched as a device sniffing crossplatform and then released 
with IDS features in 2003. Snort is open-source software in which users can contribute to 
the development of the system by suggesting modifications in the source code, reporting 
bugs, and suggesting bug fixes. Snort combines the benefits of signature-based, protocol, 
and anomaly-based inspection methods [9]. 

 

 
3. Method 

The research model used in this research is a model Security Policy Development Life 
Cycle (SPDLC). SPDLC is a method that determines a strategy for updating an 
organization from a network system. This SPDLC model consists of five stages, namely 
Requirement Analysis, Design, Implementation, Enforcement (testing), and 
Enhancement (evaluation) [21]. 

Requirements analysis is the problem formulation stage, analyzing the concept of 
port knocking and intrusion prevention systems, and identifying system needs or 
requirements that will be used by the server and client. Design is the design stage system 
topology and system flowchart to provide an overview of the security system to be built 
including the IP address of each device used.  
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Figure 1. System Topology 

 
Fig.1 shows the topology of the system to be built, where there is an attacker, legal 

user, main server, IPS Server/router, and smartphone that has Telegram installed. An 
attacker is a party who tests the system by carrying out port scanning, brute force, and 
DoS attacks on the server. IPS server/router is a server that has been configured with IPS 
to detect and prevent attacks on the network. IPS will also provide logs to Telegram so 
that administrators can find out that an attack has occurred on the server and act as a 
router to manage data traffic while connecting different networks. On the main server, 
the port knocking method and iptables firewall are applied. The iptables firewall on the 
main server acts to block ports, open ports, and close ports. Port knocking is used to 
regulate access rights to the server by requiring the correct knock sequence so that when 
the correct knock sequence is received, the firewall will rewrite the rules so that access to 
the server is opened. 

 

 
Figure 2. System flowchart 
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Figure 2 shows the flowchart of the system being built. First, the system will receive 
network packets and the packets are directed to the NFQ (Netfilter queue). After that, 
NFQ will direct the packet to Snort IPS and Snort IPS then checks the packet according to 
the rules created. If the packet is in the form of a knock sequence and what is entered is 
for an open port then the iptables firewall will open the port. If not, port knocking will 
check whether the knock sequence entered is for a closed port. If it is true then the iptables 
firewall will carry out a close port mechanism. If not then the data packet is ignored. 
Furthermore, if a package is detected as a threat or attack, IPS will automatically drop the 
package and IPS generates a log and stores it in the Snort database to be displayed on the 
BASE (Basic Analysis and Security Engine) web as well as sending it to Telegram and the 
administrator will receive a notification from telegram. 

Implementation is the application stage by carrying out installation and configuration 
according to the design at the design stage. Enforcement is the testing stage of the system 
that has been built. The testing consists of several tests including port knocking testing, 
intrusion prevention system testing, and telegram monitoring system testing 

Enhancement is the evaluation stage of systems that have been tested and identifying 
areas that require improvement. Evaluation includes the success of port knocking in 
opening ports and closing ports, the success of the IPS system in detecting attacks and 
handling attacks, and the success of the telegram monitoring system. Based on the 
evaluation results, improvements are then made such as reconfiguring the configuration 
or adding rules to the IPS. 

 
4. Result and Discussion 

 
4.1 Port knocking 

Port knocking in this research is implemented on the main server using knockd. 
Figure 3 shows the contents of the port knocking configuration file, knockd. conf. 

 

 
Figure 3. Configuration port knocking 

 
4.2 Intrusion prevention system 

The intrusion prevention system that is used is Snort. Snort can act as an IPS if run in 
inline mode with data acquisition (DAQ). DAQ is a packet capture scheme and there are 
several types including NFQ, IPQ, AFPACKET, and IPFW. In this research, what is used 
is NFQ, where this type uses a queue and configuration rule iptables. In this research, 
four were applied rules to prevent attacks port scanning, SSH brute force, FTP brute force, 
and DoS HTTP flood. Figure 4 shows the rules applied. 
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# port scanning 

reject tcp any any -> $HOME_NET any(msg:"Terdeteksi NMAP FIN Scan";  

flags:F; sid:1000003; rev:1;) 

 

# ssh brute force 

reject tcp any any -> $HOME_NET 22 (msg:"Terdeteksi Percobaan SSH Brute 

force"; flags:S; flow: to_server; detection_filter: track by_dst, count 

3, seconds 10; classtype: attempted-admin; sid:1000004; rev:1;) 

 

# ftp brute force 

reject tcp any any -> $HOME_NET 21 (msg:"Terdeteksi Percobaan FTP Brute 

force"; flags:S; flow:to_server; detection_filter: track by_dst, count 

15, seconds 60; classtype: attempted-admin; sid: 1000005; rev:1;) 

 

# DoS 

reject tcp any any -> $HOME_NET 80 (msg:"Terdeteksi DoS HTTP Flood"; 

flow: to_server, established; flags: PA; detection_filter: track by_dst, 

count 1000, seconds 30; classtype:attempted-dos; sid:1000006; rev:1;) 

 
 
Figure 4. Rules snort IPS 

 
4.3 Web Monitoring and Telegram Monitoring System 

Web monitoring in this research uses GUI BASE (Basic Analysis Security Engine). BASE 
is a web used to analyze and display attacks detected by Snort. For BASE to work, it 
requires a tool, namely barnyard2, where this tool functions to store and process binary 
output from Snort into a MySQL database. Figure 5 shows the display of BASE where 
there is an attack report containing several information, namely signature, timestamp, 
source address, destination address, and protocol. 

 

 
 
Figure 5. Display of BASE 



Iota 2024, ISSN 2774-4353, 04, 02                  232/243 
 

 

 

 

The system coding implemented in Telegram uses the Python programming 
language. The Telegram monitoring system is a system used to send real-time Snort attack 
logs to Telegram by sending log data stored in the MySQL database. In this system, there 
is also a start and stop feature to start and stop Snort and barnyard2 and a report feature 
to receive attack reports. 

 
4.4 Test Result: Port Knocking testing 

The port knocking test is carried out by the legal user on the main server where the 
legal user will perform the knocking. Port knocking testing is carried out in three 
scenarios, namely accessing the port without knocking, accessing the port after knocking, 
and accessing the port after carrying out the close port mechanism. 

 

 
Figure 6. Accessing the port without knocking  

 

Figure 6 shows the connection to the SSH port was rejected (connection refused) 
because the port has been closed by iptables. 

 

 
Figure 7. Accessing the port after knocking 

 

Figure 7 shows the results of the port access test after knocking. The red box is the 
process legal user to knock using the SSH open port knock sequence. The blue box is the 
legal user connection process to the SSH port where the connection is successful because 
the knocking process has been carried out so that the port that was previously closed by 
iptables is reopened. 

 
 
Figure 8. Accessing port after knocking close port 
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Figure 8 shows the results of the port access test after knocking close the port. The red box is 

the process for legal users to knock with the knock sequence to close the SSH port. The blue box is 

the legal user connection process to the SSH port where the connection was refused because the 

knocking close port process had been carried out so that iptables closed the port again. 

Table 2 is the result of the port-knocking test. The test results show that port knocking has been 

implemented well because it can differentiate between correct and incorrect knock sequences when 

the correct knock sequence is used, the port status is open, whereas if the wrong knock sequence is 

used, the port status remains closed. The results of this test also show that the close port mechanism 

for closing the port after use is successful in closing the port again. 

 

Table 2. Port Knocking Test Results 

Source IP Knock sequence Port Port Status Information 

192.168.20.12 10001 10002 10003 22 Open Knock sequence open port 

192.168.20.12 7000 8000 9000 22 Closed Wrong Knock sequence 

192.168.20.12 10003 10002 10001 22 Closed Knock sequence close port 

192.168.20.12 21001 21002 21003 21 Open Knock sequence open port 

192.168.20.12 20001 20002 20003 21 Closed Wrong Knock sequence 

192.168.20.12 21003 21002 21001 21 Open Knock sequence close port 

 

 
4.5 Intrusion Prevention System Testing 

Intrusion prevention system testing is carried out by attackers on the main server. 
Testing was carried out with 3 types of attacks, namely port scanning, brute force, and 
DoS. The tool used in port scanning testing is Nmap. Testing was carried out in two 
conditions, namely before implementing IPS and after implementing IPS. 

 

 
Figure 9. Port scanning test results before implementing IPS 

 
Figure 9 shows the results of a port scanning attack before implementing IPS where 

the attacker succeeded in obtaining information regarding port 21, port 22, and port 80. 
 

 
Figure 10. Port scanning test results after implementing IPS 

 
Figure 10 shows the results of a port scanning attack after applying IPS where the 

attacker does not get any information regarding the port and the attack log appears as 
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seen in Figure 11 which means the attack was successfully detected and there is a Drop 
description which means the packet was dropped by Snort. 

 

 
Figure 11. Snort logs after a port scanning attack 

 

Furthermore, SSH Brute force testing was carried out using the Hydra tool,  

 

Figure 12. SSH brute force test result before implementing port knocking and IPS 

 
Figure 12 shows the results of a brute force SSH attack with Hydra before 

implementing port knocking and IPS where the attacker succeeded in getting the 
username and password to access SSH. 

 

 
Figure 13. SSH brute force test result after implementing port knocking and IPS 

 
Figure 13 shows the results of a brute force SSH attack with Hydra after applying port 

knocking and IPS where the attacker failed to carry out the attack and did not succeed in 
getting any information and a log appears as seen in Figure 14 which shows that the attack 
was successfully detected and there is a Drop statement which means the packet was 
dropped by Snort. 

 

 
Figure 14. Snort logs after an SSH brute force attack 
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Furthermore, FTP Brute force testing was carried out using the Hydra tool. 

 
Figure 15. FTP brute force test result before implementing port knocking and IPS 

 
Figure 15 shows the results of a brute force FTP attack with Hydra before 

implementing port knocking and IPS where the attacker succeeded in getting the 
username and password to access FTP. 

 
Figure 16. FTP brute force test result after implementing port knocking and IPS 

 
Figure 16 shows the results of a FTP brute force attack with Hydra before port 

knocking and IPS were applied where the attacker was unable to obtain any information 
regarding the username and password to access FTP and a log appeared as seen in Figure 
17 which shows that the attack was successfully detected and there is a Drop statement 
which means packet dropped by Snort. 

 

 
Figure 17. Snort logs after an FTP brute force attack 

 
Moreover, a DoS attack is carried out. The tools used in this DoS testing are LOIC 

(Low Orbit Ion Canon) and slowhttptest. The LOIC attack was carried out using the HTTP 
method against the target on port 80 with 50 threads as seen in Figure 18. 

 
Figure 18. LOIC display 

 



Iota 2024, ISSN 2774-4353, 04, 02                  236/243 
 

 

 

 

Figure 19. The server monitor system before IPS is applied when a DoS LOIC attack 

 

 
Figure 20. The server monitor system after IPS is applied when a DoS LOIC attack 
 

Figure 20 and Figure 21 show the CPU and memory usage monitoring system on the 
server before and after IPS is applied during a DoS attack with LOIC. When a DoS attack 
was carried out with LOIC, CPU and memory usage increased, but after IPS was 
implemented, CPU usage returned to normal. The graph of average CPU and memory 
usage during DoS with LOIC can be seen in Figure 21. 

Figure 21. Graph of Server CPU and Memory Usage during DoS LOIC 
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Figure 21 shows that before the attack, the average CPU usage was 8.6% and memory was 
45.4% and there was an increase after the DoS HTTP Flood attack using LOIC with an 
average CPU usage of 78.25% and memory of 49.8%. However, after IPS was 
implemented, the average CPU usage remained stable at 5.54% and memory at 47.1%. 
This shows that the IPS rule applied is effective in preventing DoS attacks with LOIC. 
 

 
Figure 22. Slowhttptest display 

 

Figure 22 is what slowhttptest looks like when the attack is carried out. The attack was 
carried out using 10,000 connections and there was a statement "service available: no" 
which indicated that slowhttptest had made the service unusable. 
 

 
Figure 23. The condition of the web server at the time of the attack before implementing IPS 
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Figure 24. The condition of the web server at the time of the attack after implementing IPS 

 
Figure 23 and Figure 24 show the condition of the web during the slowhttptest attack, 
where this attack causes the web server service to experience buffering or takes time to be 
accessed and sometimes cannot be accessed. However, when the IPS rule is applied to the 
attack, the web continues to run in normal conditions and can be accessed by users. This 
shows that the packet has been dropped by Snort, which means the rules applied have 
succeeded in preventing DoS attacks with slowhttptest. Moreover, Table 3 is the results 
of testing the intrusion prevention system where the results of the attacks tested, namely 
port scanning FIN scan, brute force SSH, brute force FTP, as well as DoS attacks with 
LOIC and slowhttptest were successfully detected by the system and the action taken by 
the system was to drop packets related to the attack. 

 
Table 3. Intrusion Prevention System Test Results 

Attacker IP Attack Type Snort Status IPS Action Information 

192.168.20.11 Port scanning Detected Drop Attack Package dropped 

192.168.20.11 Brute force SSH Detected Drop Attack Package dropped 

192.168.20.11 Brute force FTP Detected Drop Attack Package dropped 

192.168.20.11 DoS LOIC Detected Drop Attack Package dropped 

192.168.20.11 DoS slowhttptest Detected Drop Attack Package dropped 

 
4.6 Telegram Monitoring System Testing 

Testing of the Telegram Monitoring System was carried out using two tests. First, 
Telegram real-time notifications to test whether the attack log was successfully sent or 
not. Second, black box testing to test whether the features implemented in the Telegram 
bot that is created function properly and to ensure that the input and output of the 
features implemented in Telegram are in line with expectations. Moreover, Figure 25 
shows the appearance of Telegram when receiving an attack notification. There is some 
information such as the type of attack, source IP, destination IP, and time of attack. 
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Figure 25. Telegram notification when an attack occurs 

 
Figure 26. Report feature on the Telegram monitoring system 
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Figure 26 shows the appearance of the report feature on the Telegram monitoring 
system where this feature can be used to receive information regarding total alerts, list of 
attacks, and list of IP sources of attacks per week, month, per day, and all attacks.  

Moreover, Table 4 shows the results of Telegram real-time notification testing where 
the log results are that all the attacks tested were successfully sent to Telegram and the 
average time difference between the detection of attacks (detection time) and sending 
notifications (notification sent time) on Telegram was 2.9 seconds. 

 
Table 4. Telegram Real-time Notification Test Results 
 

Attack Type IP Attacker Detection Time Notification Sent Time 
Time 

Difference 

Port scanning FIN Scan 192.168.20.11 14:01:10 14:01:12 2 

SSH Brute force 192.168.20.11 14:08:53 14:08:55 2 

FTP Brute force 192.168.20.11 14:03:01 14:03:02 1 

DoS LOIC 192.168.20.11 14:13:41 14:13:45 4 

DoS Slowhttptest 192.168.20.11 14:11:00 14:11:02 2 

Port scanning FIN Scan 192.168.20.11 14:52:39 19:52:42 3 

SSH Brute force 192.168.20.11 14:53:21 14:53:25 4 

FTP Brute force 192.168.20.11 14:53:41 14:53:43 2 

DoS LOIC 192.168.20.11 14:56:11 14:56:16 5 

DoS Slowhttptest 192.168.20.11 14:54:17 14:54:21 4 

 
 

Furthermore, Table 5 is a table of black box testing results for the Telegram 
monitoring system. From this table it can be seen that the Telegram bot has functioned 
well, this is proven by the correspondence between actual results with expected 
results in a predetermined test case. 
 
Table 5. Blackbox Testing Results Telegram Monitoring System 

 

Test Case Test Scenario Expected Result Actual Result 

Starting the 

service Snort and 

barnyard2 

Run the /start command 

in Telegram 

Service Snort and barnyard2 run and there is a 

reply message “Service Snort and Barnyard2 is 

enabled. Bot ready to monitor logs” 

It is successful and the 

output corresponds 

expected result 

Stopping service 

Snort and 

barnyard2 

Execute the /stop 

command in the 

telegram 

Service Snort and barnyard2 are stopped and there 

is a reply message “Service Snort and Barnyard2 

has been turned off. Bot stops monitoring logs” 

It is successful and the 

output corresponds 

expected result 

Report all attacks 
Running the command 

/report all in telegram 

The reply message consists of the total number of 

attack alerts, a list of attacks, and a list of source 

IPs 

It is successful and the 

output corresponds 

expected result 

Today's attack 

report 

Execute 

command/report today 

on telegram 

The reply message consists of the number of attack 

alerts, a list of attacks, and a list of IP sources of 

attacks on that day 

It is successful and the 

output corresponds 

expected result 
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Test Case Test Scenario Expected Result Actual Result 

Attack report in 

the last week 

Execute command 

/report week on 

telegram 

The reply message consists of the number of attack 

alerts, a list of attacks, and a list of IP sources of 

attacks in the last week 

It is successful and the 

output corresponds 

expected result 

Attack report in 

the last 1 month 

Execute 

command/report month 

on telegram 

The reply message consists of the number of attack 

alerts, a list of attacks, and a list of IP sources of 

attacks in the last 1 month 

It is successful and the 

output corresponds 

expected result 

Attack reports on 

specific dates 

Execute 

command/report dd-

mm-yy on telegram 

The reply message consists of the number of attack 

alerts, a list of attacks, and a list of attack source 

IPs on a specific date 

It is successful and the 

output corresponds 

expected result 

List of telegram 

commands 

Execute command/help 

on telegram 

A reply message that displays a list of commands 

in Telegram 

It is successful and the 

output corresponds 

expected result 

 
 

5. Conclusions  

A network security system design has been produced with port knocking and an 
Intrusion prevention system (IPS) on a Linux Server. Port knocking was implemented 
to prevent unauthorized access on ports 21 (FTP) and 22 (SSH). The IPS used is Snort 
inline mode with DAQ NFQ that uses queues and configuration iptables. The system 
test results show port knocking successfully opens and closes the port according to 
the sequence specified so that the system can prevent unauthorized access to the port. 
Attack testing results port scanning, SSH brute force, and FTP brute force show that 
the attacker was unable to obtain port, username, and password information for 
access rights to the main server. The LOIC DoS attack increased CPU usage on the 
server to 78.25% and memory to 49.8% but after rule IPS is applied, CPU usage 
returns to stability, namely 5.4%, and memory to 47.1%. DoS slowhttptest causes the 
webserver to be difficult or even inaccessible after rule IPS is applied, users can access 
the web on the server normally even though an attack has been carried out. So it is 
concluded, that IPS succeeded in blocking all the attacks tested because the attack 
package was by rules IPS created in Snort so that the packet is detected as a threat 
and IPS drops the packet. In the Telegram monitoring system, all attack logs tested 
were successfully sent with an average time difference of 2.9 seconds, and the report, 
start, and stop features resulted as expected. 
Future research is expected to be able to apply dynamic port knocking so that the 
knock sequence can change so that the attacker has difficulty finding out and adding 
IPS rules to other attacks such as malware, backdoors, DoS with other tools, and so 
on so that IPS can prevent many attacks or can change methods. IPS detection 
becomes anomaly-based. Apart from that, you can also add other features to the 
Telegram monitoring system. 
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