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Abstract: This study investigates the development and evaluation of an Android-based 
security system for residential areas, focusing on entrance and exit gate control. 
Recognizing the limitations of existing systems, we propose an "IoT-based Fingerprint 
Security Village" application. The system utilizes a prototype development model 
informed by data collected through interviews, questionnaires, and observations. The 
application allows residents to monitor and access gates using fingerprint scanners, 
enhancing security and convenience. To ensure quality, the system underwent rigorous 
testing based on the ISO 25010 software testing standard. Testing encompassed five key 
aspects, Functional Suitability: The application achieved a perfect score, indicating it 
flawlessly performs its intended functions. Portability: The application successfully 
functioned on all 14 tested Android devices. Performance Efficiency: CPU usage 
remained exceptionally low (average 0.1%, max 5.5%), and memory usage (average 58.2 
MB, max 86.5 MB) demonstrated efficient resource utilization. Security: Testing revealed 
a low-medium security risk, highlighting areas for potential improvement. Usability: The 
user-friendliness test yielded a very high score (92%), placing it in the "Very Feasible" 
category. These results confirm that the "IoT-based Fingerprint Security Village" 
application effectively meets all evaluated aspects of the chosen software testing 
standard. 
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1. Introduction 
The relentless march of technology constantly introduces new tools and methods, 

often by combining existing ones to create more advanced solutions. These advancements 
have a profound impact on our daily lives, influencing everything from communication 
to the way we conduct business. In the realm of security, this progress brings forth 
innovative solutions to safeguard individuals and their belongings. 

Several technological tools have been developed to streamline human activities, 
including automated equipment that assists with various tasks. As research and 
development deepen [1], existing knowledge expands, leading to the creation of entirely 
new products or substantial improvements to existing ones. This process, with its long-
term focus [1], [2], drives innovation in the security sector as well. 

Security, particularly in the context of home protection, remains a top priority for 
everyone. Conventional security systems often incorporate biometrics, a technology 
identified by [3], [4] as a method for readily identifying individuals based on unique 
physical (e.g., fingerprints, facial features, retinas) or behavioral characteristics. Biometric 
systems have evolved into robust security solutions capable of fulfilling both 
identification and verification needs. Fingerprint technology, with its high level of 
security, exemplifies a widely used system. It relies on hardware sensors that read an 
individual's fingerprint for identification and verification purposes. Notably, fingerprints 
were the first security system, pioneered by E. Henry in America back in 1902. 
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The Security Village system, also known as environmental or regional security, 
provides a valuable tool for security personnel and residents. It allows them to monitor 
their surroundings and identify potential security threats, both internally and externally. 
This system often utilizes Android, an open-source, Linux-based operating system for 
smartphones and mobile devices. As defined by [5], a sensor is a device that detects 
external stimuli and translates them into an electrical signal. This allows the system to 
react to environmental changes. Fingerprints, as described by [6], are a well-established 
biometric tool with over 100 years of use in forensic investigations. Their unique, 
unchanging nature and relative ease of acquisition make them a reliable method for user 
identification. 

Existing security systems for residential areas often lack efficiency, particularly at 
entry and exit points. While fingerprint scanners offer a reliable security solution, their 
integration into a comprehensive system remains an area for exploration [7]. This research 
addresses this gap by proposing an Android-based "IoT-based Fingerprint Security 
Village" application. This application leverages fingerprint scanners and mobile 
technology to enhance security and convenience for residents in gated communities. 

 
2. Theory 
2.1 Development 

According to Law No. 11 of 2019 concerning the National System of Science and 
Technology, development is an activity to increase the benefits and support of science 
and technology that has been proven to be true and safe to improve the function and 
benefits of science and technology. The development can be in the form of processes, 
products, and designs. 

According to [1], development is deepening and expanding existing knowledge. In 
development, there are stages: planning, implementation, and evaluation, which are 
accompanied by improvement activities so that a form is produced that is considered 
appropriate. Research and development also aim to create new products or improve 
existing products. Development is focused on the long term. Then it is used to prepare 
employees following the growth and change of the organization. 

 
2.2 System 

According to [8], a system is a collection or group of any subsystem/part/component, 
both physical and non-physical, that are interconnected and can work together 
harmoniously to achieve a specific goal. According to [8], there are several classifications 
of systems, namely: 

1. Abstract systems and physical systems [9]: 
Abstract systems are systems that cannot be seen directly. These systems are usually 
thoughts or ideas. An example is philosophy. Physical systems are systems that can 
be seen with the naked eye and are always used by humans, for example, accounting 
systems, computer systems, and others. 

2. Natural systems and artificial systems [10], [11]: 
Natural systems are systems that exist due to the influence of nature, for example, the 
earth's rotation system, the gravity system, and others. Artificial systems are systems 
that are designed and created by humans. 

3. Closed systems and open systems [12], [13]: 
Closed systems are systems that have no connection with the outside of the system 
and are not affected by the outside conditions of the system. Open systems are 
systems that are connected to the outside of the system. 
 

2.3 Security Village 
In general, the elements of society are considered when looking for a house as a place 

to live for their families, namely the security of the housing environment. Moreover, The 
Security Village system, or what is often called environmental or territorial security is a 
system that can be used to help security personnel and residents monitor their 
surroundings from the possibility of criminal disturbances, both from outside the 
environment and from within the environment itself [14], [15]. 
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2.4 Android OS 
Android is an open-source Linux-based operating system for smartphones/mobile 

phones. There is an open-source platform on Android that makes it easy for developers 
to create and create their applications [16], [17]. Two types of Android operating system 
distributors have been created in the world. One receives support from Google or Google 
Mail Services (GMS), and the other is which is freely distributed without direct Google 
support known as Open Handset Distribution (OHD). Based on the above explanation, it 
can be concluded that Android is a Linux-based mobile device operating system released 
in 2007, which was first developed by Android.Inc. which was eventually acquired by 
Google in 2005. 

 
2.5 Fingerprint 

According to [5], a sensor is a device that receives a stimulus, usually called a 
stimulus, as a quantity of a certain property or condition that can be converted into an 
electrical signal. According to [3], Fingerprint or fingerprint is biometric that has been 
used systematically for investigation for 100 years that has been measured, duplicated, 
and then examined extensively, a biometric that does not change and is relatively easy to 
take. Fingerprint sensors are currently used by various electronic devices, including 
smartphones, doors, and other devices that have a high level of security and can only be 
opened by those who are authorized, in this case, the homeowners in the housing 
complex [18], [19]. 

 
3. Method 
3.1 Research Type and Data Sources 

This type of research uses Research & Development (R&D) research. According to [1], 
Research and development (R&D) is the process of developing a new product or 
improving an existing product first. To determine the test results of the development of 
the Android OS-based security village system using a fingerprint scanner with ISO25010 
which uses testing of functional suitability, portability, performance efficiency, security, 
and usability aspects [20], [21]. 

 
3.2 System Architecture 

The system architecture in Figure 1 is the security village system that is being 
designed. This system uses several technologies, including the fingerprint system on 
smartphones (Fingerprint Reader), ESP32 [22], and servo motors. When residents who 
live in the housing complex place their finger on the smartphone, then the ESP32 will read 
and search for fingerprints in the database. If the registered fingerprint matches the 
previously placed fingerprint, the ESP32 will send a command to open the gate [23], [24], 
[25]. 

 

 
Figure 1. System Architecture 
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3.3 Development Model 
The development model used in this research is the development model from the 

SDLC (System Development Life Cycle) method [26], [27], [28]. 
  

 
Figure 2. Prototype Development Stages 

 
Based on the prototype stages in Figure 2, development begins with the first system 

requirements analysis, then builds the prototype by designing the database and 
storyboard, and then the design is evaluated by the user. If the design follows the user's 
desires or needs, the process can proceed directly to the system coding stage. However, 
if the prototype does not yet follow the user's needs or desires, the development process 
must return to stages 1, 2, and 3. After the system coding stage is complete, the system 
evaluation and testing stage will be carried out. Evaluation is carried out by the user while 
system testing uses testing software [29], [30]. 

 
4. Result and Discussion 

 
4.1 Building the Application System 

This research presents an Android operating system (OS)-based application for 
secure access control in residential communities, aptly named "Security Village." The 
application was developed using Android Studio software and leverages the Kotlin 
programming language for efficient functionality. Firebase serves as the application's 
database management system, ensuring secure storage of user data. The primary 
objective of this system is to streamline resident access to entrance and exit gates. 
Residents can conveniently control gate access through the application installed on their 
devices. This integration with a security-managed system not only enhances convenience 
but also bolsters security within the residential area. 
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4.1.1  Login Screen 
Figure 3 is a multi-user login screen that contains columns for filling in email, 

password, and a login button.  
 

 

Figure 3. Login Screen 
 
 

4.1.2  Admin Dashboard Screen 
  

 
Figure 4. Admin Dashboard 
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Moreover, Figure 4 is a user dashboard screen that contains a Resident menu, History, 
Profile, Recent History, Guest List, and a guest entry button. 

 
4.1.3 Resident Menu Screen 

 

 

Figure 5. Resident Menu 

 

Figure 5 is a resident menu screen that contains information or resident data and a 

button to add residents.  

 

4.1.4 Add New Resident Menu Screen 

Figure 6. Add New Resident Menu 
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Figure 6 depicts the resident menu screen, which facilitates account registration. This 
screen provides designated fields for residents to enter their Name, Phone Number, 
Address, Email, and Password. Additionally, an "Add Resident" button allows users to 
complete the registration process. 

 
4.1.5 History Menu Screen 

Figure 7. History Menu 

Figure 7 is a history menu screen that contains Exit History information, name, time, 

and date.  

 

4.1.6 Admin Profile Menu Screen 

Figure 8. Admin Profile Menu 
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Figure 8 illustrates the admin profile menu screen. This screen displays the 
administrator's profile information, including a profile photo, phone number, email 
address, and address. Additionally, it provides buttons for changing the profile 
information and logging out. 

 

4.1.7 Change Admin Profile Screen 

Figure 9. Change Admin Profile Menu 

Figure 9 is a change admin profile menu screen that contains columns for filling in a 
name, phone number, address, photo, and a save button to change the profile. 

 

4.1.8 Add Guest Menu Screen 

 

Figure 10. Add Guest Menu 
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Figure 10 is an add guest screen that contains columns for filling in guest name, 
purpose, and photo, and an add guest button to open the next portal with fingerprint 
verification. 

 

4.1.9 Remove Guest Screen 

 

Figure 11. Remove Guest 

Figure 11 is a remove guest screen that contains status information in the form of the 

guest name, check-in time, purpose, photo, and a next portal open button followed by 

fingerprint verification. 

 

4.1.10 Remove Guest Screen User Dashboard Screen 

 

 

Figure 12. User Dashboard 
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Figure 12 depicts the user dashboard screen of the Security Village application. This 
screen provides a comprehensive overview of a user's profile, including their photo, 
name, phone number, email address, and residential address. Additionally, the 
dashboard offers convenient buttons for managing user profiles, logging out of the 
application, and accessing the entrance and exit gate control portal. 

 
4.1.11 Change User Profile 

 
Figure 13. Change User Profile 

 
Figure 13 depicts the user profile editing screen. This screen provides several fields 

for updating user information, including Name, Phone Number, Address, and a "Change 
Photo" option. Additionally, a "Save" button allows users to confirm the changes to their 
profile. 

 
4.1.12 Prototype System 

 

Figure 14. Prototype System 
 
Figure 14 depicts the system prototype designed to resemble a general portal. This 

prototype incorporates an Internet of Things (IoT) microcontroller capable of connecting 
to the security system application on a smartphone. 
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4.2 System Testing 
 

4.2.1 Testing of Functional Suitability Aspect 
System testing was carried out by involving 2 (two) experienced experts. The experts 

tested the system directly by trying all the functions in the system, then filling in the test 
values in the questionnaire table by checking the options that were considered correct and 
providing input regarding the development of the tested system. There are 25 points, these 
points are based on the features that have been developed from the previously approved 
design. The results of the test questionnaire from the 2 (two) experts are listed in Table 1. 

 
Table 1. Results of testing the functional suitability aspect 

 

Validator 

Designed 

Features 

(P) 

Successfully 

Tested Features (I) 

Feature  
Completeness 

Expert 1 25 25 1 

Expert 2 25 25 1 

     Average (∑) 25 25  1  

 
Moreover, to assess the functional suitability of the Security Village information 

system, we employed a formula derived from the feature completeness matrix. This 
formula calculates the score by dividing the number of successfully implemented 
features by the total number of designed features. As shown in Table 1, the application 
achieved a score of 1 using the aforementioned formula. This score signifies that the 
software meets the functional suitability criteria. A score approaching 1 aligns with 
the principles of the feature completeness matrix, indicating a high degree of 
successful feature implementation. 

 
4.2.2  Testing of Portability Aspect 

Similar to the functional suitability assessment, we evaluated the portability of the 
Security Village information system using a formula derived from the feature 
completeness matrix. This formula calculates the portability score by dividing the number 
of features successfully implemented across various devices by the total number of 
designed features. As demonstrated in Table 2, the application achieved a perfect score of 
1 using this formula. This score indicates that the application functions flawlessly across 
a wide range of devices, fulfilling the portability aspect. As with the functional suitability 
evaluation, a score approaching 1 aligns with the principles of the feature completeness 
matrix, signifying successful portability across diverse devices. 

 
Table 2. Results of Testing the Portability Aspect 

No. Devices Android Version Successful 

1. Oppo A92 Android 11 1 

2. Real Me 5 Android 10 1 

3. Poco X3 GT Android 13 1 

4. Realme C21 Android 11 1 

5. 
Xiaomi Redmi 

Note 10S 
Android 12 1 

6. Vivo V21 Android 12 1 

7. Oppo Reno 4F Android 12 1 

8. Vivo 1802 Android 8 1 

9. Oppo A35S Android 8 1 

10. Realme 7i Android 10 1 

11. Samsung A51 Android 12 1 

12. Xiaomi Redmi A1 Android 12 1 

13. Oppo A77S Android 12 1 

14. Samsung A14 Android 13 1 

 Total     14 
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The formula derived from the feature completeness matrix is again employed to 
assess the portability of the Security Village information system. This formula 
calculates a portability score by dividing the number of features that function 
successfully across various devices by the total number of designed features. As 
shown in Table 2, the application achieves a perfect score of 1 using this formula. This 
score indicates that the application can be used flawlessly on a wide range of devices, 
fulfilling the portability aspect. Consistent with the functional suitability evaluation, a 
score approaching 1 aligns with the principles of the feature completeness matrix, 
demonstrating successful portability across diverse devices. 

 
4.2.3  Testing of Performance Efficiency Aspect 
 
A more detailed breakdown of the testing results is presented in Table 3. 
 
Table 3. Results of testing the performance efficiency aspect 

 

No Category Average 
Rate 

Maximum 
Results 

1 CPU Usage 0.1% 5.5% Limit Low 

2 Usage Memory 58.2 MB 86.5 MB Limit Low 

 
Table 3 presents the results of testing the Security Village application's 

performance efficiency using Apptim software. The average CPU usage is 
remarkably low at 0.1%, with a maximum reaching only 5.5% (considered a low 
limit). Similarly, the average memory usage sits at a comfortable 58.2 MB, with a 
maximum of 86.5 MB (also considered a low limit). 

Throughout the testing process, the application exhibited no memory leaks or 
crashes that could lead to forced closures or launch failures. Notably, all test results 
fell within the lower limit range, with none reaching the medium or exceeding the 
maximum usage limits. This indicates that the developed Security Village 
application effectively meets the performance efficiency criteria established by the 
ISO 25010 software quality testing standards. 

 
4.2.4  Security Testing Aspect 
 

 
Figure 15. Result of Security Aspect Testing 
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For the security aspect of the Security Village application, testing was conducted 
using MobSF software, a tool specifically designed to evaluate security vulnerabilities 
within Android applications. As illustrated in Figure 15, MobSF software was 
employed to assess the security of the Security Village application. The test results 
indicate that the application falls within the "Low-Medium Risk" category. This 
implies that while there might be some potential security vulnerabilities, they are not 
considered severe. It's important to note that the application still adheres to the ISO 
25010 software quality testing standards, demonstrating an overall good security 
posture. 
 
4.2.5  Usability Aspect Testing 

Furthermore, to assess the usability of the Security Village application, a 
questionnaire containing 28 questions was distributed to 14 student users. The 
questionnaire employed a Likert scale to gather feedback. Once all responses were 
collected, the scores were converted into percentages using the following equation 1. 

 
P = (Score obtained / Maximum score) x 100%     [1] 

 
Where P is Percentage, the Score obtained is the score obtained from the 
questionnaire, Maximum score is the maximum possible score for the questionnaire 
The usability testing yielded a highly positive outcome, with a score of 92% placing 
the system within the "Very Feasible" category. This score signifies that the Security 
Village system is user-friendly and effectively caters to the needs of its users. 

 

4 Conclusions  

This study successfully developed an Android OS-based security village application 
featuring multi-user login, resident data management, access history, guest management 
tools, and a logout function.  

Rigorous testing based on the ISO 25010 software testing standards confirmed the 
application's quality across five key aspects. They are Functional Suitability: The 
application achieved a perfect score, indicating it flawlessly performs all intended 
functions. Portability: The application functioned successfully on all tested devices, 
demonstrating its adaptability. Performance Efficiency: CPU and memory usage 
remained exceptionally low, signifying efficient resource utilization. Security: While 
testing revealed a low-medium security risk, highlighting areas for potential 
improvement, the application meets the standard's requirements. Usability: With a user-
friendliness score of 92% ("Very Feasible"), the application is easy to learn and navigate. 

These exceptional results demonstrate that the developed "Security Village" 
application effectively addresses security concerns in residential communities while 
offering a convenient user experience. 
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