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Abstract: This study explores network security within a simulated environment built
using VirtualBox, focusing on comparing the HTTP and HTTPS protocols in protecting
data from eavesdropping. The research follows the PPDIOO model (Prepare, Plan,
Design, Implement, Operate, and Optimize), including system requirements mapping
and the setup of a virtual network environment that supports VLAN and data security.
Two main scenarios were tested: an authorized user securely accesses a server using
HTTPS, and another where an attacker attempts to intercept communication between the
client and server using HTTP. The results indicate that HTTPS effectively protects data
from eavesdropping attempts by attackers, while HITP leaves security vulnerabilities
that can be exploited to steal sensitive information. This study underscores the
importance of using secure protocols like HTTPS in VLAN-based networks to protect
data from eavesdropping and other threats. Additionally, the research paves the way for
developing further security measures in network management, such as firewalls,
intrusion detection systems (IDS), and more advanced encryption.
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1. Introduction

Technology development within networks has experienced significant growth in
recent years, driven by the increasing number of devices, applications, and services
requiring connectivity. Factors such as online learning, collaborative research, and the
Internet of Things have further increased the complexity and scale of networks. In
computer networks that often serve thousands of users and handle sensitive data, they
become an attractive target for cyber attackers. As a result, ensuring the security of
campus networks has become a top priority for network administrators and security
professionals.

Virtual Local Area Networks (VLANSs) have emerged as crucial technologies for
enhancing the security and efficiency of campus networks. VLANs allow network
administrators to logically divide the physical network into smaller, isolated segments,
improving security and network management (Putri et al., 2023). Network administrators
can apply different security policies and control access to sensitive network resources by
grouping users and devices with the same security requirements into separate VLANSs.

VLANSs offer several security benefits for computer networks, including isolating
network traffic between different segments, limiting the impact of security incidents, and
preventing attackers from accessing the entire network. Additionally, VLANSs enable
network administrators to control access to network resources based on VLAN
membership, ensuring that only authorized users can access sensitive data and
applications.
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Internet security is of utmost importance and should not be taken lightly, considering
the various risks that may arise, including sniffing. This activity can cause significant
damage, ranging from the theft of personal data to unauthorized access to certain
accounts. Tools like Wireshark can help identify vulnerabilities in insecure protocols,
such as HTTP, and emphasize the importance of using more secure protocols like HTTPS
(Anwar, 2024). Network security vulnerabilities can pose serious risks to businesses and
educational institutions. Poorly managed vulnerabilities can have severe consequences
for businesses and users, including data loss, system breaches, or operational disruptions,
resulting in financial and reputational losses (Fauzan Asrin et al., 2024). Sensitive data,
such as employees, staff, and student's personal information and operational data, can
become targets for parties seeking to exploit security gaps (Aman, 2023). One possible
threat is a Man-in-the-Middle (MitM) attack, where an intruder can observe or alter
communication between devices on the network without permission (Fairuzabadi et al.,
2023).

This study investigates the implementation of VLANSs to enhance communication
security in campus network environments. It focuses on designing and implementing a
multi-VLAN network, examining its effectiveness in protecting sensitive communication
from unauthorized access. The research explores two scenarios: First, the Legitimate User
scenario analyzes how legitimate users can securely access servers within a multi-VLAN
network. The second scenario, the Attacker scenario, aims to investigate how potential
attackers might attempt to intercept communications and evaluate the effectiveness of
VLAN security measures in preventing unauthorized access. By examining these
scenarios, this study aims to provide practical insights into applying VLANSs for
enhancing campus network security and protecting sensitive communications from cyber
threats.

2. Literature Review

Existing literature provides valuable insights into the benefits and applications of
VLAN technology in campus and library networks. Based on research and testing
conducted on network security simulations using the Network Development Life Cycle
method with Switch Port Security at PT Pinus Merah Abadi, it can be concluded that
configuring switch port security with sticky port security settings is the most effective
method. This approach allows for automatic registration of MAC addresses and
disconnects unknown devices, thereby enhancing network security. Additionally, DoS
attacks cause a decline in CPU performance and increased memory usage on devices
connected to the network, leading to operational disruptions within the company (Putri
et al., 2023).

To address cybercrime, Indonesia needs to involve technology experts, strengthen
defense industry cooperation, and develop a cyber defense system supported by proper
regulations and a cyber command center. Furthermore, strong information risk
management and legal support are required to protect confidential data and bolster
national defense (Soesanto et al., 2023). Research on network security system simulations
shows that combining Snort IPS and Honeypot Artillery is effective in detecting and
preventing network attacks. Combining these systems is considered adequate for
improving network security but requires enhancements by adding local rules in Snort,
updating rules, and improving server performance (Aminanto & Sulistyo, 2020).
Investigating ARP Spoofing attacks using the TAARA method successfully identified
evidence of attacks through router-side analysis. Wireshark proved superior to Network
Miner Free in detecting these attacks (Wijayanto, 2023). Research on ARP and DNS attacks
using the NIST forensic method with Bettercap in Kali Linux showed that Wireshark
effectively detects abnormal network traffic and identifies ARP and DNS spoofing attacks
[16-21]. These findings emphasize the importance of network monitoring and forensic
analysis and the need for strong cybersecurity strategies to prevent future attacks
(Prakoso & Khamas Heikmakhtiar, 2024). Research using Packet Tracer to design PT's
VLAN Trunking Protocol (VTP) network infrastructure. Rukun Sejahtera Teknik
indicated that VTP client switches cannot modify VLANSs from the VTP server switch,
and PCs cannot access different VLANs (Ar-Rasyid et al., 2024).
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Research on data sniffing in WiFi networks showed that Wireshark can reveal critical
information such as usernames and passwords from websites using the HTTP protocol.
Data sniffing can be mitigated by using HTTPS for data encryption and avoiding
untrusted WiFi networks (Khaerullah & Mustafa, 2024). This study aims to analyze and
design computer networks using the VLAN concept, which allows network segmentation
into several groups based on needs. The PPDIOO method is used in this research, from
preparation to network optimization. Simulations are conducted using Cisco Packet
Tracer version 7.2 (Br Sipayung et al., 2024). In this study, we will explore the
implementation of VLAN-based network architecture, focusing on two specific scenarios
to illustrate the benefits of secure communication and the challenges faced by potential
attackers.

2.1 VLAN

A Virtual Local Area Network (VLAN) is a method for dividing a network into
several smaller segments (Revansa et al., 2022). VLAN's primary goal is to reduce
broadcast traffic on each subnet, improving information traffic efficiency. Thus, VLAN
functions to enhance overall network performance. Additionally, a Top-Down approach
is often used in network planning, where strategic decisions for network construction are
based on the computer needs and facilities required by the entire unit within an
organization.

2.2 Webservice

A web service is generally an application that utilizes the internet to access standard
protocols and store data in JSON or XML format (Ramadan et al., 2021). This allows the
data to be accessed by other systems, even if there are differences in platform, operating
system, or programming language.

2.3 ARPSpoffing

ARP Spoofing attacks are a type of spoofing attack that can trigger further attacks.
This technique exploits vulnerabilities in the ARP protocol (June et al., 2017). Analyzing
ARP Spoofing attacks from the router side and using sniffers to capture network traffic
can help investigators obtain relevant evidence of such attacks. Persistent attacks can
involve reading traffic through Man-in-the-Middle (MitM) attacks and network denial
using Denial of Service (DoS) techniques (Wijayanto, 2023).

3. Conceptual Framework

Data was collected through network simulations built using VirtualBox, where
scenarios of server access by a Nice Guy and eavesdropping by a Bad Guy were tested
using HTTP and HTTPS protocols. The research methodology used in this study follows
the PPDIOO model (Prepare, Plan, Design, Implement, Operate, and Optimize) (Br
Sipayung et al., 2024). model PPDIOO (Prepare, Plan, Design, Implement, Operate, and
Optimize) (Br Sipayung et al., 2024).

The planning phase begins with a literature review and gathering references from
relevant journals to understand the operation and requirements of network systems,
ensuring they can be implemented as expected. Following this, the preparation phase
involves mapping system needs, such as the software and network configurations
required to support VLAN implementation and network security. At this stage, planning
and preparation are carried out simultaneously, as they are interrelated and form a critical
foundation that must be addressed to ensure that subsequent stages are conducted in a
more focused and effective manner. This study starts with a comprehensive review of
relevant literature and industry best practices to establish a strong basis for the research.
Additionally, the researchers have set up a virtual network environment using VirtualBox
to simulate the proposed network architecture, including implementing routers, servers,
and client devices within the VLAN structure. The Research Stages can be seen in Figure
1.
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Figure 1. Research Stages

Activities were conducted on network operations, focusing primarily on how data is
transmitted and whether there were any attempts at eavesdropping or data manipulation
by the Bad Guy. The fundamental concept used in this research is that VLANSs can be
employed to segregate different types of devices within a network, and protocols such as
HTTPS are necessary to protect data from eavesdropping.

3.1 System Design

The virtual network design includes several devices, such as routers, switches,
servers, and clients, arranged in two different VLANSs. The Nice Guy and Bad Guy are in
the same VLAN, while the server is in a separate VLAN. Network Topology Design can
be seen in Figure 2.
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Figure 2. Network Topology Design
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3.2 Centralization Model

Several key components play a crucial role in maintaining security and data
transmission efficiency in the designed network architecture. The Nice Guy, as a client, is
connected to the CLIENT VLAN, which isolates client devices from other networks,
ensuring more secure access. This client accesses the Server through a Router, which acts
as a bridge between the CLIENT VLAN and the SERVER VLAN, ensuring proper routing
between the two. The HTTPS protocol is used to protect the transmitted data, securing
the communication between the client and the server.

The SERVER VLAN stores critical organizational data and isolates the server from
the client and other networks. The server receives requests from the Nice Guy and sends
data back using the HTTPS protocol, ensuring data security during transmission. All
traffic between the client and the server is monitored by the Network Monitoring System,
which is responsible for detecting and preventing data breaches and unauthorized access,
thereby maintaining the integrity and confidentiality of the transmitted data. A diagram
of Client Communicating with Server through Router can be seen in Figure 3.
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Figure 3. Diagram of Client Communicating with Server through Router

Table 1. Software Requirements

Type Version Description

Kali Linux 2023.2 Client Bad Guy

Debian 10 OS Server

Debian 10 OS Router

Wireshark 426 Records network traffic

Virtualbox 6.0 Virtualization of scenarios

XAMPP V324 To implement HTTP and HTTPS scenarios

This study includes 2 scenarios: the Nice Guy and the Bad Guy. We use several
network devices, such as routers, servers, and clients, to implement these scenarios. The
software or tools needed to build the system are as follows the Table 1.
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3.3 Virtual Network Creation

The virtual network is created using VirtualBox, with the operating systems serving
as the router, server, and clients. Configuration is performed to ensure that the router
supports VLAN and DHCP Server in each VLAN. The server and clients are set to receive
IP addresses from the router, with the server located in the SERVER VLAN and clients in
the CLIENT VLAN.

The router connects the two different VLANs: SERVER VLAN and CLIENT VLAN.
Switch 0 manages the SERVER VLAN, where the server and the Web Server service are
located. Switch 1 manages the CLIENT VLAN, where clients, including legitimate users
(Nice Guy) and attackers (Bad Guy), are located. The server in the SERVER VLAN has
the IP address 192.168.10.10, where the Web Server service is hosted. The Bad Guy and
Nice Guy are in the CLIENT VLAN with IP addresses of 192.168.20.x.

Scenario 1: Legitimate User Accesses Server Securely (Nice Guy Scenario), in this
scenario, a legitimate user (Nice Guy) connects to the CLIENT VLAN with the IP address
192.168.20.10 and attempts to access the web server located in the SERVER VLAN with
the IP address 192.168.10.10. Login Display Menu can be seen in Figure 4.

File Machine View Input Devices Help

Activities ®) Firefox ESR Jul1e 20:02
%+

tps://192,168.10.10/login_app)

¥ g # MIET i@ D rgh c

Figure 4. Login Menu Display

Communication between the Nice Guy and the server is expected to be secure, using
the HTTPS protocol to prevent unauthorized eavesdropping or data manipulation. In this
scenario, the Nice Guy successfully accesses the server using HTTPS. The data
transmitted between the client and the server is encrypted, preventing the attacker (Bad
Guy) in the same VLAN from intercepting or obtaining useful information. Wireshark
TCP Follow Display HTTPS is shown in Figure 5.
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Figure 5. Wireshark TCP Follow Display HTTPS
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HTTPS is effective in protecting communication and ensuring data security within
the VLAN. It can be observed that the router can monitor the data requested from the
client to the server, as the traffic must pass through the router. The yellow highlight
indicates the server replying to the client request on port 443, which is used for SSL,
ensuring encrypted data transmission. Furthermore, from the router, we attempt to
follow the TCP stream to obtain the password inputted by the client (Good Guy). Since
the data transmitted is encrypted with SSL, it will only display random text strings. Thus,
the client can securely access the server. Admin Page Display with HTTPS as shown in
Figure 6.

Activities ©) Firefox ESR Jul16 20:08 ¢ Q
@ | Home x|+ v x

¢« (¢] QO & https:/192.168.10.10/login_app/home.php w f =

Welcome, admin!

This is the home page.

Logout

Figure 6. Admin Page Display with HTTPS

Scenario 2: Attacker Attempts to Eavesdrop on Communication (Bad Guy Scenario)

First, the Bad Guy needs to set up before attacking the target. The initial step is to use
‘nmap’ to scan for clients available within the VLAN. Using ‘'nmap -sn 192.168.20.0/24",
we see 192.168.20.11 and 192.168.20.10, with 192.168.20.11 being the IP of the Bad Guy
himself. After obtaining the target IP, the next step is to perform ARP Spoofing, a
technique used to redirect network traffic intended for a specific device, such as a router,
to a device controlled by the attacker. ARP Spoofing exploits the ARP (Address
Resolution Protocol), which maps IP addresses to MAC addresses in the local network.
Use “apt-get install dsniff" to install the necessary tools.

Before proceeding with ARP Spoofing, activate IP forwarding on the Bad Guy's
machine to allow it to forward IP packets. IP forwarding turns on or off the system's
ability to forward network packets between different network interfaces. Enabling IP
forwarding allows the system to function as a router, forwarding packets from one
network interface to another, as shown in Figure 7.

/home/atko
1 > fproc/sys/net/ipv4/ip_forward

/home/atko

Figure 7. Activating IP Forwarding

Type the command ‘sudo arpspoof -i eth0.20 -t 192.168.20.10 -r 192.168.20.1" to
deceive the "Nice Guy" (192.168.20.10) into thinking that the attacker (Bad Guy) is the
gateway (192.168.20.1), so traffic from the "Nice Guy" to the gateway will be redirected to
the attacker. Type the command ‘sudo arpspoof -i ethO -t 192.168.20.1 -r 192.168.20.10" to
deceive the gateway (192.168.20.1) into thinking that the attacker (Bad Guy) is the "Nice
Guy" (192.168.20.10), so traffic from the gateway to the "Nice Guy" will be redirected to
the attacker, as shown in Figure 8.
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Figure 8. Network Tracking Display in Wireshark

Ensure both “arpspoof’ commands are running simultaneously. Next, if we try to
ping the server from the "Nice Guy" side, we will see that the IP is first redirected to the
Bad Guy before reaching the router. Then, we can use Wireshark on the Bad Guy to
monitor network traffic from the "Nice Guy" and follow the network activity from the
"Nice Guy." After that, if the "Nice Guy" tries to access HTTP, as shown in Figure 9.

Activities ©) Firefox ESR Jul16 21:06 L=}
@ Login x 4 ~ x
< . [¢] QO & 192.168.10.10/login_app/ b § =
© Firefox automatically sends some data to Mozilla so that we can improve your experience. X
Choose What | Share
Login

| Login ‘

Figure 9. Login Page from the Nice Guy's Side

The Bad Guy can be observed when the user attempts to access 192.168.10.10 using
HTTP. When trying to follow the TCP stream, we find the password input by the Nice
Guy because the username and password are not encrypted. It can be seen that the
username and password entered by the Nice Guy are Username: admin and Password:
admin123.

Figure 10. In this scenario, an attacker (Bad Guy) is connected to the same VLAN
Client with the IP address 192.168.20.11. The attacker attempts to intercept
communication between the Nice Guy and the web server using packet monitoring tools
such as Wireshark, as shown in Figures 10 and 11.
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Figure 11. Wireshark TCP Follow Display HTTP

The main focus is determining if the attacker can successfully capture sensitive
information when the Nice Guy uses the insecure HTTP protocol. Like the Nice Guy, the
Bad Guy is connected to the VLAN Client. The Bad Guy uses Wireshark's packet
monitoring tool to capture data packets in the VLAN Client. The Nice Guy attempts to
access the web server using HTTP. The Bad Guy tries to intercept the communication and
extract sensitive information such as usernames and passwords. In this scenario, when
the Nice Guy accesses the server using HTTP, the Bad Guy successfully intercepts the
communication and obtains sensitive data such as usernames and passwords. This
demonstrates that using the unencrypted HTTP protocol exposes a serious security
vulnerability, where an attacker in the same VLAN can easily access confidential
information.

The results of the HTTP and HTTPS scenario tests demonstrate the differences
between the two scenarios. The HTTPS scenario successfully encrypts communication
between the Nice Guy and the web server. Data transmitted over the network cannot be
accessed by the Bad Guy, who cannot capture meaningful information even though they
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References

are in the same VLAN. The encryption provided by HTTPS effectively secures
communication, highlighting the importance of using secure protocols in VLAN
environments. When the Nice Guy accesses the server using HTTP, the Bad Guy
successfully intercepts the communication and captures sensitive data, including the Nice
Guy's username and password. The lack of encryption in HTTP makes the data
vulnerable to interception, emphasizing the critical security risks associated with using
insecure communication protocols.

The results from both scenarios underscore the need to implement secure
communication protocols, such as HTTPS, in VLAN-based networks to protect against
potential attacks and unauthorized access. The VLAN architecture and secure protocols
provide a robust framework for managing and safeguarding network communication.
The findings indicate that when the Nice Guy accesses the server via HTTPS, the Bad Guy
cannot intercept the transmitted data due to SSL/TLS encryption. Conversely, when the
Nice Guy uses HTTP, the Bad Guy can easily intercept data, including usernames and
passwords, through techniques such as ARP Spoofing and Wireshark packet analysis.
This underscores the importance of using secure protocols to prevent security threats.

5. Conclusion

The results from these scenarios highlight the importance of using secure protocols
such as HTTPS in VLAN networks to protect communication from eavesdropping and
other attacks. While VLANs provide network segmentation and security, using
unencrypted protocols like HTTP still poses significant risks, where attackers can easily
access sensitive data. Future research could explore additional security measures, such as
implementing firewall rules, intrusion detection systems (IDS), and advanced encryption
methods to enhance VLAN-based network security. Furthermore, developing more
complex simulations with diverse network topologies and broader attack vectors could
offer deeper insights into the strengths and weaknesses of VLAN environments across
various settings.
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