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Abstract: Login security to access WEB-based applications, in the form of security using
OTP (One Time Password) which is generated using Hash MD5 and generates a code
sent via SMS. The system will take the email field, password, and phone number. The
result of the hash function will produce a 32-digit hexadecimal number. Furthermore,
four digits of the hexadecimal number are taken. The four numbers are sent as OTP with
Zenziva's Cloud SMS Gateway service and the OTP code will be temporarily stored in
the database. The OTP sent to the user will be matched with the one stored in the database
table to check its validity. If the OTP sent with the one stored in the table matches, then
the user can access the WEB-based application. The OTP generated is for security
authentication of the WEB user account after logging in by entering the username and
password. Users who enter the wrong OTP 3 times will be blocked, the restriction is to
narrow the hackers to intercept and infiltrate.
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1. Introduction

Currently, Advances in computer technology allow thousands of people and
computers around the world to be connected in a virtual world known as the Internet.
Security issues are one of the most important aspects in the world of information
technology, as well as hundreds of organizations such as companies, governments, and
even individuals, have made information a very valuable asset. This causes data and
information to be very important to protect from information manipulation, information
theft, and attacks on information directly or indirectly. On the one hand, information
systems are profitable and can improve the performance of all components of the
organization, but on the other hand, especially in terms of security, web-based
information systems are very prone to being tapped by unauthorized parties. Many
methods are often used by hackers to find out the username and password of an account.
One of the ways hackers use to find out someone's account information is sniffing. By
using this Time Password method the message is sent by means of Multi-channel
authentication, which is the process of utilizing more than one communication channel
to secure the user's identity. It is now possible to use a connection between a mobile phone
and a computer, which can communicate with an authentication server on the Internet
for example to initiate the authentication process.

The authentication process. The response to the authentication request can be sent to
the user using a Short Message Service (SMS). Sending messages with SMS is easier to
implement than receiving messages using 3rd party applications such as Google
Authenticator, and Email services. Because users no longer need to install the application
to receive the authentication code.
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From these problems, this research is focused on designing a login security
application for information systems using SMS-based Time Password authentication with
MD5 cryptography, which is integrated into a website-based information system.
Cryptography aims to provide security services, including security to protect passwords.
A good information system is an information system that can be assessed for its level of
security, so as to provide comfort for users (Umar, Riadi, & Handoyo, 2019).

The MD5 cryptographic function is used to generate OTP by taking email fields,
passwords, user cellphone numbers taken from the user database, and user access time.
This web login security design uses PHP programming: Hypertext PreProcessor (PHP)
programming, and data storage using MySQL. Based on the description above, the author
conducts more in-depth research by taking the title concept, namely "Designing
Information System Security with Authentification Using SMS-Based One Time
Password Identification with MD5 Hash". The objectives of this research are: [1] Apply
the MD5 cryptographic algorithm to design and build the website login page security. [2]
To implement an encryption system (Bairwa, A.K & Joshi, S5.2021, Shekhawat, H., &
Gupta, D.S. 2024, Adeniyi, A.E., et.al.2024) using the One Time Password method into an
information system that is built.

2. Theory
2.1 Information System Security and its components

According to G. ]. Simons, information system security is how we can prevent fraud
(cheating) or, at least, detect fraud in an information-based system, where the information
itself has no physical meaning. In addition, information system security can be defined as
policies, procedures, and technical measures used to prevent unauthorized access,
program changes, theft, or physical damage to information systems. Security systems for
information technology can be improved by using techniques and equipment to secure
computer hardware and software, communication networks, and data. The security
system is also known as authentication. Authentication is a method of certifying that the
information is genuine, or that the person accessing or providing the information is the
person in question.

Moreover, Passwords can be used for authentication services, which are services
related to identification, both identifying the correctness of the communicating parties
(user authentication or entity authentication) and identifying the correctness of the
message source. Two communicating parties must be able to authenticate each other so
that they can confirm the source of the message. Message source authentication also
implicitly assures data integrity, because if the message has been modified, it means that
the source of the message is incorrect. One one-time password (OTP) is a password that
is only valid for a single login session or a single transaction. Unlike the use of static
passwords, OTP does not use the same password for each login or transaction, so if an
unauthorized party manages to record the OTP password that has been used then he will
not be able to misuse the password because it is no longer valid. To be able to create an
OTP password, one of the cryptographic methods is used, namely the hash function, and
the character selection is randomly selected with a Pseudo Random Number Generator.
(Sakti, Agani, & Hardjianto, 2016)

Furthermore, Cryptography is the science of encryption techniques where data is
scrambled using an encryption key into something difficult to read by someone who does
not have the decryption key. Decryption using the decryption key gets back the original
data. The encryption process is done using an algorithm with several parameters.
Usually, the algorithm is not kept secret encryption that relies on the secrecy of the
algorithm is considered a bad thing. The secret lies in some of the parameters used, so the
key is determined by the parameters. The parameters that determine the decryption key
are what should be kept secret. (Agung & Prasta, 2018)
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In cryptography, you will often find various terms or terminology. Some terms that
must be known are: [a] Encryption and Decryption, The process of encoding plaintext
into ciphertext is called encryption or enciphering. The process of returning ciphertext to
plaintext is called decryption or deciphering. [b] Cipher and Key, Cryptographic
algorithms are also called ciphers, which are rules for encryption and decryption, or
mathematical functions used for encryption and decryption. Some ciphers require
different algorithms for enciphering and deciphering, as can be seen in Figure 1.

Key Key
[ l | Cipherteks
Plainteks——»  Encryption | > Decrypt —>» Plainteks
|

Figure 1. Encryption and Decryption Scheme Using Keys

Moreover, MD5 is one of the most widely used hash functions. MD5 is an improved
version of MD4 designed by Ron Rivest in 1991. MD5 is commonly used as a checksum
to verify the integrity of files downloaded from the internet. MD5 processes the input text
into blocks of 512 bits, which are then divided into 16 sub-blocks of 32 bits. The output of
the MD?5 algorithm is a set of 4 blocks of 32 bits each, which then produces a hash value
of 128 bits (Agung & Linda, 2016). SMS Gateway is a communication using SMS that
contains information in the form of the sender's cell phone number, recipient, time, and
message. This information can be processed and can activate transactions depending on
the agreed codes. To be able to manage all incoming transactions, a system is needed that
is able to receive a certain number of SMS codes, process the information contained in
SMS messages, and carry out the required transactions (Afrina & Ibrahim, 2015). The
author will use Zenziva as a Cloud SMS gateway service provider.

Zenziva is an online SMS Center & SMS Masking service. To use Zenziva services,
users must register first. There are several SMS package options provided by Zenziva and
can be selected by the user depending on the needs of each user. By calling the web service
from Zenziva, the system can already use the Zenziva SMS gateway service. API is a
software interface that consists of a collection of instructions stored in the form of a library
and describes how software can interact with other software. According to (Rama & Kak,
2015) "In general, the API is a focused expression of the overall functionality in a software module
that can be accessed by people who need it in a service-defined way". An overview of the API
and its components is shown in Figure 2. The API categories can be seen in Table 1.

@ N ¢ INTERNET
< = > S L
<3 E) <3 '
= = |88 W <0
DATABASE WEB API WEB ANY
SERVER APPLICATION PROGRAM

Figure 2. API and connected components
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Table 1. API Category

API Category Descriptions Example
A fire is used for basic functions that can be performed by
Operating
a computer. Such as I/O processing, and program API for MS Windows
System
execution.
Programming An API is used to extend the execution capabilities of a
Java API
Languages programming language.
Application APIs that are used to access data and services provided by ~ API for mySAP (BAPI/Business Application
Service an application. Programming Interfaces)
Amazon EC2 (Elastic Compute Cloud) for
Used to access the infrastructure of a computer.
Infrastructure access to virtual computing and Amazon S3
Infrastructure here is a computer along with peripherals
Service (Simple Storage Service) for storing large

such as storage, applications, and others.

amounts of data.
API is used to access content and services provided by a Facebook Graph API is used to access
Web Services

web application. shareable information.

3. Method

The research stages include the steps of conducting the research from beginning to
end. Each research step is described in detail as following Figure 3, There are 3 main
components, i.e., Literature Study, Problem Analysis, System Analysis, Need Analysis,
Design, and Implementation.

Literatur Studies

1. Leamning the MD5 Algorithm

2. Leamning One Time Password (OTP)

3. Learning SMS Gateway

4. Leamning Application Programming Interface (API)
5. Studying the Database

)

Problem Analysis

1. How is the login page security designed?

2. How to implement login identification system
identification system using One Time Password on the system
information system that is built?

| |

System Analysis Meeds Analysis

Current System Analysis Proposed System Analysis Hardware Software

1. No Advanced security

On the login page of a system

2. No user data encryption system
in the database

System security design

information system with authentication using
SMS-based One Time Password identification
with MD5 hash

Covers Hardware Requirements
that the system requires

Covers Software Requirements
that the system requires

-
Design

Implementation

Figure 3. Research Stages
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Furthermore, at the Literature Study stage, the author collects all the information
needed to build the system. This information can be obtained by the author from various
sources by reading the literature contained in journals, articles, books, and theses. At this
stage several studies will be carried out, such as studying the MD5 algorithm, One Time
Password (OTP), SMS Gateway, Application Programming Interfaces (API), and
databases. Moreover, At the problem analysis stage, the author will analyze the problem
and collect existing data on the previous system, and then the author will propose several
methods to improve the previous system, the method proposed by the author is expected
to reduce hacker intrusion into the system, several methods that the author proposes such
as, how to design login page security? How to implement a login identification system
using One Time Password on the information system being built?

Furthermore, at the stage of analyzing the current system, the author will analyze the
security of the current information system and collect existing problems in the previous
system. The author conducts experiments on the current system so that the author can
collect what weaknesses are found in the current system. At the stage of analyzing the
proposed system, the author will propose a better security system than before which only
relies on username and password to enter the information system. The author's proposed
system is an information system security design with authentication using SMS-based
one-time password identification with MD5 hash. At the system requirements analysis
stage, the author will analyze the needs of the hardware and software that will be used to
build the system. The ongoing flow map can be seen in Figure 4 and the Proposed flowchart
in Figure 5.

Ongoing flowmap

Login data Login data

Y

Login data entry

Login data entry

T
8a
S

Is it appropriate?

Mo

5 Login appropriate?

Dashboard

Dashboard

User Admin

Figure 4. Ongoing flow map
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Proposed flowchart

Login data Login data

WP o
L

Login data entry  (€—

|

Login data entry

No
5 Login appropriate’?

Send OTP Code 5 Login appropriate?

Yes

Send OTP Code

Input Token OTP

Input Token OTP

OTP failed==37

the OTP appropriate’®

OTP failed==37

Yes

You are
blocked 1
hour

You are
blocked 1
hour

Dashboard

User Admin

Dashboard

Figure 5. Proposed Flowchart

In the Proposed System Analysis, there are the following steps: [a] The password
entered by the user will be encrypted using MD5 hash. [b] The password stored in the
database will be encrypted using MD5 hash. [c] In addition to the username and
password the user will be asked for a token code that will be sent to the cell phone as a
security. and [d] Before entering the main page (dashboard) the user will be directed to
the Two Factor Authentication form to be asked to enter the OTP code sent to the user's
cell phone via SMS, in detail shown in the Proposed Flowchart in Figure 5.
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Figure 6. Diagram Context
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Figure 8. Data Flow Diagram Level
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Furthermore, A context diagram is a diagram that consists of a process and describes
the scope of a system. A context diagram is the highest level of DFD that describes all
inputs into the system or outputs from the system and gives an overview of the entire
system, This Context Diagram is shown in Figure 6. Next, this level 1 diagram [Figure 7]
describes the data fragments from the context diagram. The explanation of the level 1 data
flow diagram above is as follows:

a)
b)

0)

d)

e)

f)
8)

h)

i)

Users input login data such as username and password.

Then the system will validate the data entered by the user. The system will
match the data in the database.

When validation is complete and the login data is declared suitable, then the
system generates an OTP code from a combination of email, password, and
user cellphone number.

The output of the generated results will be stored in the database and then
sent to the Zenziva API Server to be sent to the user's cellphone number.
After the OTP code is received, the Zenziva API Server will send the OTP
code to the user's cellphone number.

The user will receive an incoming SMS in the form of an OTP code.

The user will be directed to the OTP code verification form to be asked to
input the OTP code received from the SMS.

The OTP code sent by the user will be matched with the OTP code in the
database.

If the OTP code is matched, the user will be directed to the main page
(dashboard).

Moreover, this level 2 diagram [Figure 8] describes the data fragments of the level 1
data flow diagram where the processes carried out are the list, login process, zenziva API,
and OTP validation. The explanation of the level 2 data flow diagram above is as follows:

a)

b)
0)

d)
e)
f)

8)
h)

i)
j)

k)

)

Users input the data needed for registration such as first name, last name,
email, username, password, and cellphone number.

The system will input user registration data into the MySQL database.

After the registration is declared successful, the user will be directed to the
login page.

Users input login data such as username and password, users can also use
email as a substitute for username at login.

The system will validate the username and password entered by the user at
the time of login and will match the data in the database.

After the validation is complete and the login data matches the one in the
database, the system will generate an OTP code using the MD5 algorithm by
combining the user's email, password, and cellphone number.

The system will send the encrypted OTP to the Zenziva server via API
(Application Programming Interfaces) technology.

OTP is received by Zenziva and after that, the OTP code will be sent to the
user via SMS.

i. The user receives an incoming SMS containing the OTP code.

j- The user will be directed to the OTP code verification form to be asked to
input the OTP code received from the SMS.

k.The OTP code sent by the user will be matched with the OTP code in the
database.

1. If the OTP code matches, the user will be directed to the dashboard.

Furthermore, The initial message or Plaintext will be encrypted using the One-Time
Password (OTP) algorithm to produce ciphertext. This ciphertext is generated from a
combination of email, password, and cellphone numbers taken from the database. The
email, password, and cellphone number are then combined into one string and then MD5
encryption is performed on the string which then produces an output in the form of an
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MD?5 hash. From the hash obtained, 6 characters are taken which will later be used as a
token code or One Time Password (OTP) which will be sent via SMS to the account
owner's cellphone number. Here is an overview of the encryption procedure shown in
Flowchart Figure 9.

Moreover, the login system procedure is that the user inputs a username/email and
password then the system will match the username/email and password recorded in the
MySQL database, after the user is verified by the system, a token will be sent to the
registered account's cellphone number, then the token is used as a second password to
enter the system. Here is the flowchart of the system procedure shown in Figure 10.

The registration system procedure is that the user inputs the first name, last name,
username, email and password, and cellphone number then after the user clicks the
submit button, the system will check the availability of the username, if the username is
entered by the user has been registered, the user will be shown the registration form
again, but if the username is available and can be used, the data entered by the user will
be inputted into the database with a password that is processed first into an MD5 hash
for security purposes. The following is a flow map of the registration system procedure
shown in Figure 11.

String berupa Email, Password,
dan No HP

|

Proses pengenkripsian
menggunakan MD5

I

Output MD5 di acak
menggunakan perintah
str_shuffle

|

Kemudian diambil 4 digit
string

A 4

Hasil string yang didapat akan
dijadikan token OTP

Figure 9. Encryption Procedure Flowchart
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Input
Username dan
Password

Database OTP

OTP dikirim ke

‘Apakah Us d
pakan Lsdrrame fan nomor HP terdaftar

Password Benar?

Proses Enkripsi

Tampilan
Kolom Input
OTP

Apakah OTP sesuai
dengan yang tercatat di
database?

OTP
gagal>=3?

Figure 10. Login Procedure Flowchart

Input nama depan,
nama belakang,
email, username,
password, nomor HP

Apakah Username
sudah terdaftar?

Proses enkripsi
password menjadi
hash MD5

}

< Database O

Figure 11. Flowchart of Registration Procedure
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Q 1. Proses Login

2. Permintaan Otentikasi Website

9. Respon Otentikasi

3. Permintaan OTP 6. Respon Permintaan
8. Mengirimkan OTP
kepada pengguna 5. OTP disimpam di
database
. . Web —_—
4. OTP dibangkitkan Service

7. Mengirimkan OTP
melalu online SMS

Cloud SMS Gateway
Gateway

Figure 12. Architectural Design

The design architecture is carried out with the aim of defining the main objectives of
the built security system needed to support applications in handling data. This design
architecture will explain in general how a security system using One Time Password runs.
The following is the design architecture of a security system using a one-time password
token as shown in Figure 12.

4. Result and Discussion

€« C O @ localhost/rizky/skripsi/index himi H
<RizkyCode>
Kembangkan
Bisnismu bersama

RizkyCode Solutio

lah sebuah

\ an

Tharnbant

Figure 13. Home Page Display
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The implementation of the interface of the information system security design with
authentication using SMS-based one-time password identification with md5 hash is an
implementation of the interface design described in the previous chapter where the
implementation can be seen in Figure 13. The home page display is the display that first
appears when a user opens a website. On this display, the author will promote the
services and features of the website created.

The registration page view [Figure 14] is a view where users can register themselves
as members of a website. Description:

1. Is atext area column where users are required to enter their first name.

2. Is atext area column where users are required to enter their last name.

3. Is atext area column where users are required to enter an active email address,

this email will later be used as an identity to log into the system.

4. Is a text area column where users are required to enter an active cellphone
number, this cellphone number will later be used by the system to send a one-
time password (OTP) code.

5. Isatext area column where in this column users are required to enter a username
or username.

6. Is a text area column where users can input a password as an identity when
logging into the system.

7. Not much different from text area number 6, in text area number 7, users are also
required to enter a password as in number 6. This column only aims to ensure
whether the user has entered the password correctly.

8. If all the data is required for registration then the user is asked to press the
registration button.

[ o——, T F
€ C O O locahost * o e mE @®

<RizkyCode> Home  Layanan About~  Contact Logn @ @

Lengkapi Data Data
Anda Untuk Registrasi \ama B 2
Member

v Automate your marketing activit
v Interact with all your targete

v Convince them to buy

w

+ Save precious time

6

Figure 14. Registration Page Display

Furthermore, The login page can be likened to the gateway into the system. The login
page [Figure 15] is a display where users can enter the data needed to enter the system
such as email and password. Description: [1] This is a text area where users input the
email that has been registered previously. [2] Is a text area where users input the
password that has been registered before. and [3] Is a login button that functions when
the user has entered an email and password.
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fo .
€ C O O locahost/rizky/sk % hOoon@® @
P ———

Copyright ©2019 = RIZKY RAHMANSYAH

Figure 15. Login Page Display

lu ogH + — o X
€« C O O localhost/rizky/skripsi * R OOME @
[

Tidak menerima Kode? Kirim Ulang

Figure 16. OTP Verification Display

Figure 16 is an OTP Verification Display, The OTP verification page display is the
display that appears when the user has passed the login page, at this time the user is asked
to input the OTP code sent to the cellphone number. The main page display [Figure 17] is
a page where the user has successfully passed the OTP verification page. This page
contains the features of the system built, at this time the author provides Instagram photo
downloader features and several other menus.
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Figure 17. Main Page Display

Furthermore, At this stage will describe the login access test using the email address
rizkyrahman2015@gmail.com and password pancabudi as shown in Figure 18. In this test,
the email address and password entered by the user to the login page match the email
and password listed in the database. Login is declared successful and users will be
redirected to the OTP verification form.

Login Authentication

rizkyrahman2015@gmail.com

Belum punya akun? Daftar

Figure 18. Login Authentication

. o T .028%821:32

0

< +6283102435297 “ =

SMS/MMS

Jumat, 18 Oktober 2019

% ¢/ [RizkyCode] JANGAN
BERIKAN SANDI RAHASIA
ini kepada siapapun
termasuk PIHAK
RIZKYCODE. masukan
sandi anda : 3521 B2

Figure 19. Display of SMS Message Contents
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This test will describe the display of SMS contents containing the OTP code. This code
will be entered into the OTP input form described in Figure 19. This test shows that the
email and password are available and valid in the database and the user will be redirected
to the OTP input form. In Figure 20 there is an OTP input form, the user will be asked to
enter the OTP code sent to the cellphone number. In this test, the OTP code is: 3521. Figure
21 proves that the OTP code sent via SMS synchronizes with the OTP code in the website

database.
Login Authentication

Kode verifikasi telah dikirimkan ke: 085277010501

‘ 3521 ‘

Tidak menerima Kode? Kirim Ulang

d
Figure 20. OTP Verification Page Display
<RikyCode> & E3 ® D ) zacingen

Selamat Datang Admin

as Pembangunan Panca

zaringan

Updating Users Setlings

Load &Stress Test 80%

000 &
Data Dupll Check 0 e
ata Duplication Che 100% . CPU Load
High 95%
200
Server Check 454 Average: 87%
s ov 20%
0 Threads: 996
Mon Tue Wed Thu kn  Sat  Sun .

Mobile App Development 10%

Figure 21. Website display after successful login with OTP code

Moreover, in Figure 22, the "Wrong Email or Password!" popup will appear when the
user enters the wrong email or password on the website login page. In Figure 23, a red
notification text will appear that reads "Incorrect Verification Code!". This notification
appears if the user enters the wrong OTP code. Then Figure 24, At this stage, it will be
tested to enter the wrong OTP code 3 times, and a red notification text will appear that
says "You are blocked for the next 1 hour!". The user will be blocked and cannot log in
during the specified time.
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Gagal!

Email atau Password Salah!

Figure 22. Display when Email or Password is Incorrect

Login Authentication

Kode Verifikasi Salah!

‘ Kode Otentikasi ‘

Tidak menerima Kode? Kirim Ulang

e ——

Figure 23. Display When the Verification Code is Incorrect

Login Authentication

Anda dibloKir selama 1 jam kedepan!

Kode Otentikasi

Tidak menerima Kode? Kirim Ulang

Figure 24. Display when a user is blocked
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5. Conclusions

The conclusions obtained from the design of this software are [1] The concept of One
Time Password using SMS Gateway can be applied to banks, payment accounts, and
online stores where security is vital in that field. [2] This concept is more secure than
the usual login system because the password is always changing and the password is
sent via another network directly to the user. The disadvantage of this concept is that
the delivery time is highly dependent on the network. [3] The thing that needs to be
considered in implementing this concept is the delay between when the user requests
a password and when the user gets the password via SMS (Short Message Service).
Suggestions and improvements from this software development are that this concept
can be applied using other tools or media to speed up delivery time (For example:
email, special tools such as pagers, etc.).
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