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Abstract: In the digital era, securing enterprise networks and ensuring scalability are
essential. This study aims to enhance network access control and scalability by
integrating RADIUS for Authentication, Authorization, and Accounting (AAA) with IP
segmentation. A case study was conducted in a large agribusiness company using the
Network Development Life Cycle (NDLC) framework. The solution involved
implementing VLAN-based IP segmentation and deploying a centralized RADIUS server
for user authentication with Active Directory credentials. The results demonstrated a
successful transition from a 10.20.0.0/16 architecture to a more efficient 10.0.0.0/11
structure, which expanded address availability and allowed logical user-group mapping.
The RADIUS system significantly improved security by enforcing access policies and
monitoring user activities. Testing confirmed that domain users were correctly
segmented and granted access to authorized resources, while guest users faced limited
access. However, a compatibility issue with Windows 7 was identified, requiring manual
reconnection after a restart. This research provides a practical framework for network
administrators to improve security and scalability, with future enhancements focusing
on upgrading the RADIUS server to a more modern OS and incorporating identity-based
access policies aligned with zero-trust principles. From the evaluation results, Network
Performance and Administrative Efficiency scores for User Provisioning, Access Rights
Changes, and Security Audits were above 90%.
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1. Introduction

In the 21st century, the development of information technology, particularly
computers and the internet, has been one of the most rapid. Computers, which initially
served only as typing tools, have now become vital devices used in nearly every corner
of the world to meet society's need for information. The rapid growth of the internet has
transformed how people access information, with online media becoming the primary
choice due to its ease and speed of access. Along with the expansion of the internet, the
demand for IP addresses has also increased significantly. An IP address enables data
packets to reach their destination across networks and the internet. However, the growth
in the number of users and devices within a corporate network poses two main challenges:
a shortage of IP addresses and security risks. Without adequate access control, any user
connected to the network can access internal resources, creating security vulnerabilities
[1,2,3,4,5,6].

One technology trending to address these issues is RADIUS (Remote Authentication
Dial-in User Service). RADIUS is a protocol that provides a centralized mechanism for
Authentication, Authorization, and Accounting (AAA). This system ensures that only
legitimate users can gain access to the network after undergoing a verification process of
their ID and password. Additionally, RADIUS also records all user activities during their
connection session. In a case study at a large agribusiness company, an urgent need was
identified to perform IP segmentation to anticipate future demand for IP addresses and
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to control internet usage and access to internal networks by users. Therefore, this research
aims to design and implement network IP segmentation and a RADIUS-based user
authentication system to enhance the security, scalability, and manageability of the
network in that corporate environment [7,8,9,10,11,12].

2.

Theory
Network Development Life Cycle (NDLC) is a methodological framework used for

network development, drawing upon processes from business strategy planning and
application development lifecycles. The model consists of six iterative stages. There is a
comparison between this journal and other research in Table 1. Furthermore, the NDLC
model consists of six main stages as shown in Figure 1.

Table 1. Comparison with Research by similar researchers

Research ~ Year Methodology Key Findings Relevance to Current Study
Ahmad et 2021 Survey Focus on security and privacy in IoT Related to. network security, but lacks IP
al. segmentation
Al-Shaer & 001 S Overview of IP address management in Supports IP segmentation, but no
Duan WveY  spN integration with RADIUS
Williams 2022 NDLC Focus on SDN and cloud environments Slmqar . method . (NDLC), but - different
application domain (SDN)
. Enhanced  network  security and . . .
This 2025 NDLC scalability through RADIUS and [p Compines RADIUS with IP segmentation,
Research . enhancing network scalability and security
segmentation
SIMULATION
ANALYSIS > DESIGN » PROTOTYPING
A
Y
MANAGEMENT [« MONITORING |« IMPLEMENTATION

Figure 1. Network Development Life Cycle (NDLC) Stages

The description of Figure 1, namely the Network Development Life Cycle (NDLC)

Stages, is shown in the following series of explanations:

Analysis

The initial phase involves analysing requirements, existing problems, user needs, and
the current network topology [13,14,15].

Design

In this stage, a detailed network design is created, including topology diagrams, data
access designs, and cabling layouts to provide a comprehensive blueprint [16,17].
Simulation Prototyping

This stage involves simulating the proposed network design using tools before
implementation, like Packet Tracer or Microsoft Visio, to validate its feasibility.
Implementation

This is the practical application of the planned design onto the live network
infrastructure. It is a critical phase that determines the success of the project [18,19].
Monitoring

Post-implementation, the network is continuously monitored to ensure it performs as
intended and meets user requirements [20,21,22].
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Management
This final phase focuses on establishing policies to govern the network, ensuring its
long-term reliability and alignment with the company's business strategy.

Moreover, RADIUS is a protocol that provides a centralized mechanism for

Authentication, Authorization, and Accounting (AAA). This system ensures that only
legitimate users can gain access to the network after undergoing a verification process of
their ID and password. Additionally, RADIUS also records all user activities during their
connection session. RADIUS consists of three mechanisms there are:

Authentication

The process of verifying a user's identity. It confirms whether the credentials (e.g.,
username and password) provided by the user are valid [23,24,25].

Authorization

The process of granting or denying specific permissions to an authenticated user. This
can include enforcing access restrictions, assigning a specific IP address, or applying
Quality of Service (QoS) [26,27] policies.

Accounting

The method of measuring the resources a user has consumed during their access
session. This data is useful for billing, capacity planning, and activity monitoring
[28,29,30,31].

IP segmentation is the practice of dividing a larger network into smaller, isolated

subnetworks or segments. This is often achieved using VLANs (Virtual Local Area
Networks) on switches, where each VLAN is assigned a unique IP subnet. The primary
benefits include:

3.

Enhanced Security that prevents traffic from one segment from reaching another
unless explicitly allowed by a router or firewall, thus containing potential security
breaches.

Improved Performance that reduces broadcast traffic, as broadcasts are confined to
their specific VLAN, leading to less network congestion and better performance.
Simplified Management that allows network administrators to group users and
devices logically (e.g., by department) regardless of their physical location.

Method
This research adopted the Network Development Life Cycle (NDLC) framework to

ensure a structured and systematic approach. The application of the NDLC stages in this
specific project is shown in Figure 2, and the explanation of each parameter is as follows:

A. Analysis

Data was gathered through direct interviews with the IT Infrastructure team to
understand existing problems and requirements. Direct observation of the network
infrastructure was also conducted to verify the existing topology and identify
weaknesses.

B. Design

A new network topology was designed using Microsoft Visio to visualize the
placement of the new RADIUS server within the Farm Server segment and the new
IP segmentation scheme.
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C. Implementation

This stage involved the hands-on configuration of network devices. IP segmentation
was implemented on the CISCO Catalyst 4507 R+E Core Switch. The RADIUS server
was deployed on a machine running Windows Server 2008 R2, where the Network
Policy and Access Services role was installed and configured.

E. Monitoring

After implementation, the system was tested on client workstations. The functionality
of the authentication process and the assignment of correct IP segments were
monitored to ensure the system operated as designed. User feedback on connectivity
issues, particularly on Windows 7, was collected for evaluation. Figure 2 is a Block
Diagram of the Network Development Life Cycle (NDLC).

IDENTIFICATION
LITERATURE >

AND
REVIEW RESEARCH PROBLEM

DETERMINING
RESEARCH GOAL

!

NDLC METHOD

!

SIMULATION
ANALYZE — DESIGN — PROTOTYPING
MANAGEMENT — MONITORING — IMPLEMENTATION
Y
CONCLUSION

Figure 2. Network Development Life Cycle (NDLC) Block Diagram

4. Result and Analysis
4.1 Analysis of the Existing System and Problem Identification

The analysis of the company's existing system showed a Star topology network with

a CISCO Catalyst 4507 R+E as the Core Switch. The architecture, while functional,
presented several key issues:

e Lack of Access Security

No authentication mechanism was in place at the access layer. Any individual
connecting to a switch port could gain immediate access to the internal network,
posing a risk of unauthorized entry.

o Inefficient IP Allocation

The network utilized a single large IP segment (10.20.0.0/16) without clear
separation for users, servers, and guests, leading to management complexity and
potential IP address exhaustion.

e Manual IP Management
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IP address assignments were manual, and there was no automated method to
enforce that a device used its designated IP address based on user identity.

4.2 Design and Implementation of the Solution

Moreover, to address these issues, two primary solutions were implemented. A new

IP segmentation scheme and a RADIUS server for AAA.

IP Segmentation Implementation
The network's IP segment was changed from 10.20.0.0/16 to 10.0.0.0/11.

This significantly expanded the available address space and allowed for a logical
separation between the Head Office and other sites. The configuration was applied
to the Core Switch, where each departmental VLAN was reconfigured with a new IP
subnet, as shown in the example below for the Finance VLAN:

interface Vl1anl40

description Finance - Treasury

no ip address 10.20.14.1 255.255.255.0
ip address 10.0.14.1 255.255.255.0

ip helper-address 10.20.1.4

|

RADIUS Server Implementation

A new server running Windows Server 2008 R2 was deployed to act as the
RADIUS server. The configuration steps included:

Role Installation: Adding the "Network Policy and Access Services" role.

Active Directory Registration: Registering the server's NPS (Network Policy Server)
to authenticate domain users.

Client and Policy Configuration: Defining network switches as RADIUS clients and
creating connection requests and network policies. These policies enforced
authentication based on user group membership in Active Directory and dictated
that access would be granted only upon successful verification.

4.3 Testing and Results

Following implementation, tests were conducted on user workstations. Users were

required to enable the "Wired AutoConfig" service. Upon connecting, a "Network
Authentication" pop-up prompted for a username and password. The outcomes were:

Domain User
After successful authentication, the user was assigned an IP address from the correct

segment (e.g., 10.0.26.xx) and could access all authorized network resources. Figure 3 is
the display of Network Authentication. Figure 4 is Network Connection Details, which
states the user's domain IP Address. And the successful connection is shown in Figure 5.

r o
Windows Security @

Network Authentication
Please enter user credentials

Figure 3. Windows Security Logon
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Netwark Connection Details:

Property Value
Connection-specific DN...
Diescription Realtek PCle GBE Family Controller
Physical Address 74-D0-2B-46-35-41
DHCP Enabled No
IPv4 Address 10.0.26.69
IPv4 Subnet Mask 255.255.255.0
|Pv4 Default Gateway 10.0.261
IPv4 DNS Servers 102014
102015

[Pv4 WINS Server

MetBIOS over Topip En...  Yes

Lirk-ocal IPvE Address feBl:elebicaad:4457:9053%7
IPvE Default Gateway

IPv6 DNS Server

Figure 4. User Domain IP Address

Google

Figure 5. User Domain Success Connect Internet

. Guest User

A user authenticated with guest credentials was assigned an IP from the guest
segment (10.0.10.xx) and faced restricted access, confirmed by a "Content Blocked"
message when trying to browse the internet. Figure 6 shows the Network Connection for
the Guest User IP Address. While Figure 7 is the display of Guest User Not Allowed to
Access Internet.

MNetwork Connection Details:

Property Value
Connection-specific DN...
Description Realtek PCle GEE Family Controller
Physical Address 74-D0-2B-46-35-41
DHCP Enabled No
IPvd Address 10.0.10.43
|Pv4 Subnet Mask 255.255.255.0
|Pvd Default Gateway 10.0.101
IPvd DNS Servers 102014
102015

IPwd WINS Server

MetBIOS over Tepip En...  Yes

Linkdocal IPvE Address fell:elebicaad 445750537
|PvE Default Gateway

IPwE DNS Server

Figure 6. Guest User IP Address
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SOPHOS

Figure 7. Guest User Not Allowed to Access Internet

4.4 Evaluation

During the evaluation, a recurring issue was noted: users with Windows 7 devices
experienced an "unidentified network" error after restarting their computers. This
required them to manually disable and re-enable their network adapter to restore
connectivity, indicating a compatibility issue between the RADIUS implementation and
the older operating system. Evaluation is needed to see the performance Metrics of the
experiments made, such as Network Performance in Table 2 and Administrative
Efficiency in Table 3.

Table 2. Network Performance

Parameter Before After Improvement
Login Time 45 sec 8 sec 82% faster
Network Latency 25ms 12ms 52% reduction
Ba?dwi.d th 78% 45% 42% more efficient
Utilization

DHCP Lease Time 8 days Dynamic Optimized

Table 3. Administrative Efficiency

Task Before After Time Saved

User Provisioning 2 hours 5 minutes 95.8%
Access Rights Changes 45 min 2 minutes 95.6%
Security Audit 3 days 4 hours 94.4%
Incident Investigation 6 hours 45 min 87.5%

5. Conclusions

Based on the design, implementation, and testing, the following conclusions are
drawn: [1] The change in IP segmentation from 10.20.0.0/16 to 10.0.0.0/11 successfully
expanded the IP address space, preparing the network for future growth. [2] The
implementation of the AAA system using RADIUS effectively enhanced network security
by ensuring only authorized users can connect. Each user is now assigned an IP address
based on their MAC address and credentials, preventing unauthorized access and IP
conflicts.[3]A compatibility weakness was identified with the Windows 7 Professional
operating system, which required manual user intervention to reconnect to the network
post-restart. From the evaluation results, Network Performance and Administrative
Efficiency scores for User Provisioning, Access Rights Changes, and Security Audits were
above 90%.
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